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exam = 70-217

70-217 Directory Services Infrastructure

This is an updated version of Atonmi cl01's dunp. | posted an earlier
version but had inadvertently |left out sone corrected answers,

nodi fi cati ons and additional questions. This update includes nany added
guestions, explanations and corrections. As always, verify the answers.
Dunps shoul d be used for guidance, not nenori zing.

CGood Luck!

1. You are the adm nistrator of a Wndows 2000 Network. Your network's
organi zational unit (QU) structure is shown in an exhibit. You grant
Create Users (bjects permission to Anita for the Executive QU, but she is
unable to create users objects in the Users QU. Anita is able to create
users objects in the Wrkstation QU

What should you do to enable Anita to create users objects in the Users QOU?

A. Clear the Allow inheritable perm ssions fromparent to propagate to
this object check box in the Executive QU properties.

B. Select the Allow inheritable perm ssions fromparent to propagate to
this object check box in the Users QU properties.

C. Add Anita to the Server QOperators group.

D. Move the Users QU to the same | evel as the Executive OU.

Answer: B

2. You add a new domain controller named GCO1 to your network to take the
pl ace of the existing global catal og server. You al so enable GCO1l as a

gl obal catal og. You want to use GC00, the original server, as a domain
controller but not as a GC server for the domain. You want to increase

di sk space on GCO0O0.

What shoul d you do? (Choose all that apply)

A. Use the Active Directory Sites and Services. Select the NIDS settings
obj ect for the GCO0 Server to clear the dobal Catal og check box.

B. On the GCO0 server, run the Ntdsutil utility to defragnent Active
Directory.

C. On the GCOO server, reinstall Wndows 2000.

D. On the GCO1l server, run the Ntdsutil utility to enable the gl obal

catal og server option.

Answer: A, B

The first domain controller (DC) in the root domain of a forest
automatically becones a GC server. d obal catal og servers store a conplete
directory of its domain and partial (read-only) information about the
contents of every domain in AD. The @ obal Catalog is used to find objects
| ocat ed anywhere in the forest without querying DCs responsible for those
objects (and that may be | ocated renptely). GCs obtain their info

compl etely through replication and all GC servers store the SAME
informati on. Note that universal group nenbership is stored in the GC. A
user's nenbership in universal groups nust be deternined by a GC and this
check MJST be done. The two exceptions to this rule are that adninistrator

can still log on without a GC server available so that he/she can
troubl eshoot GC. Finally, if a user has |logged on recently then they can
still be logged on with their cached account (when no GC is avail able).

NTDSUTI L. EXE (AD Di agnhostic Tool) is a command line utility used to
perform mai nt enance on the Active Directory database, NTDS. DI T.

NTDSUTI L. EXE is used for offline defrag of AD in order to reduce the size
of the AD database. The size of NIDS.DIT will growas it is nodified. To
reduce it's size, you nust take the DC offline (in Directory Services
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Restore node) and perform an offline defrag.

3. You add three new SCSI hard disk drives to your conpany's donain
controller. The SCSI disks are configured in a hardware RAID-5 array. You
have two ot her physical disks in this donmain controller. You want to

optim ze the speed of the Active Directory database.

What can you do? (Choose two)

Move the NTDS.DIT file to the RAID-5 array.

Move the log files to a separate physical disk fromthe CS.

Move the log files and the NTDS.DIT file to the RAID-5 array.

Move the NETLOGON share to the RAID-5 array.

E. Create a mirror volune and place the log files on the mrror.

Answer: A, B

Not e, you nust restart the conputer in Directory Services Restore node in
order to perform nmai ntenance on AD. Then, start NTDSUTI L. EXE and use the
"Move DB" conmand to nove the database to the RAID-5 volune. For optim zed
performance, you can also performan offline defrag of the NTDS.DI T Active
Directory database file.

O0mx>

4. You are the administrator of the Arbor Shoes conpany network. There is
one domai n naned arborshoes.com The donmmin contains three sites naned
Ceneva, M| waukee, and Portland. Each site has two donmin controllers from
t he ar borshoes.com domai n. Geneva and Portl and each have 1, 000 users.

M | waukee has 500 users.

There are two IP site |inks:
Ceneva- - Port | and
M | waukee- - Port | and

You want to add another domain controller in each site to handle all
replication fromeach site. Wiat should you do?

A. Configure each new donain controller to be the | P preferred bridgehead
server for its site.

B. Create a connection object fromeach domain controller in each site to
the new domain controller in each site.

C. Create a newsite link that has a |l ower cost that the existing site

l'i nks.

D. Delete the existing connection objects in each site and nanually start
t he KCC.

Answer: A

Bri dgehead servers are the contact point for exchange of directory

i nformati on between sites. You can specify a preferred bridgehead servers
if you have a conputer with appropriate bandwidth to transmt and receive
information. If there's typically a high level of directory informtion
exchange, a conputer with nore bandwi dth can ensure these exchanges are
handl ed pronmptly. Matching the demands of your Active Directory depl oynent
with a donain controller having the capacity to handl e those demands wil |
enabl e efficient updates of directory information. You can specify
nultiple preferred bridgehead servers, but only one will be the active
preferred bridgehead server at any tine.

5. You are the LAN admin for Arbor Shoes. You hire Sophie to be a LAN
adm nistrator for the Dublin office. Arbor Shoes has one domai n naned
arborshoes. com Each office has its own QU. Sophie needs to be able to
create child OUs under only ou-Dublin, dc=arborshoes, dc=com and verify
t he existence of the created OUs.

Wi ch pernissions shoul d you assign to Sophie on the Dublin QU? (Choose
three)

A. Full Control
B. List Contents
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C. Create QU objects

D. Create All Child (bjects

E. Wite

F. Read

Answer: B, C F

Organi zational units (QOUs) can be used to organi ze the objects in Active
Directory directory services that represent your network resources. QUs
contai n objects, including other QUs, so you can create a | ogical

hi erarchy of OUs to represent your conpany's organi zational structure or
adm ni strative needs. Setting up an QU hierarchy all ows you to del egate
adm ni strative control over user accounts, groups, or other resources, by
assi gni ng specific permssions for

QUs, and the objects that they contain, to other individuals and groups.

You nust have Read, List Contents, and Create Organizational Unit Cbjects
perm ssions on the parent container (domain or QU) to create OUs within
that container. List Contents is not specifically required to create an
QU, but you cannot view the newy created QU without it. By default, the
Adm ni strators group have permi ssions to create OUs anywhere.

6. You are the adnministrator for Trey Research and A Datum Corporation
You manage a multi-domai n Wndows 2000 network of 5,000 users for the two
conmpani es. The network is configured as shown in an exhibit:

The two conpani es have a total of six departnments. Each departnent is an
QU in AD.

Each Domain and QU has specific Goup Policy settings that nust be applied
to all of its nmenbers. Your conpany is reorganizing all six departnents.
Some, but not all, of the users in each QU have noved. Many users have
changed departnents, and sone have changed donmai ns. You want to acconplish
the following goals in the | east possible anount of tine:

Pl ace the users account in the appropriate domains.
Apply the existing policies for each domain or QU to the noved accounts.
Do not disrupt user access to shared resources.

What shoul d you do?

A. For all users, create new user accounts in the appropriate QUs. Assign
perm ssions to the accounts to apply the Group Policy settings and then

del ete the ol d accounts.

B. For the users noving between donmmi ns create new user accounts in the
appropriate QOUs. Assign pernissions to the accounts to apply the G oup
Policy settings and then delete the old accounts. For the users noving

bet ween Qus in the sane donmmin, select the accounts. Then choose MOVE from
the Action nenu, targeting the new QU

C. For the users noving between dommi ns, use the Mowvetree utility,

speci fying the source and target donamins and OUs. For the users noving
between OUs in the sane donmmi n, select the accounts. Then choose MOVE from
the ACTION nenu, targeting the new QU

D. For the users noving between donains, create new user accounts in the
appropriate QOUs. Assign pernissions to the account to apply the G oup
Policy settings and then delete the old accounts. For the users noving
between OUs in the sane domain, select the accounts. Then choose Copy from
the Action nenu, entering the appropriate account information for the new
users accounts. Then delete the old accounts.

Answer: C

MoveTree.exe is a command-line utility that enables administrators to nove
Active Directory objects such as organi zational units, users, and so on
BETWEEN domains in a single forest.

Movet ree synt ax:

novetree [/start, /continue, /check] [/s source server FQDN] [/d
destination server FQDN] [/sdn source subtree root DN] [/ddn destination
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subtree root DN] [/u domai n\usernane] [/p password] [/quiet]

7. You are the adm nistrator of a Wndows 2000 network. Your W ndows 2000
domai n controller has been in operation for one year. During that year,
you have del eted nunerous objects. However, the NTDS.DIT file is the sane
size it was before you del eted any objects. You want to reduce the size of
the NTDS.DIT file.

What shoul d you do? (Choose two)

Delete all the log files fromthe NIDS fol der and restart the server.
Use the Ntdsutil utility to performan authoritive restore.

Run the Esentut!| utility by using the /d switch.

Restart the server in Directory Services restore node.

E. Use the Ntdsutil utility to conpress the database to another drive.
Answer: D, E

By default Wndows 2000 servers running directory services will performa
directory online defragnentation every 12 hours (by default) as part of
the garbage collection process. This defragnentation only noves data
around the database file (NTDS. DI T) and does not reduce its size.

O0mx>

NTDSUTI L. EXE (AD Di aghostic Tool) is a command line utility used to
perform mai nt enance on the Active Directory database, NTDS. DI T.

NTDSUTI L. EXE is used for OFFLINE defrag of AD in order to reduce the size
of the AD database. The size of NIDS.DIT will grow as it is nodified. To
reduce it's size, you nust take the DC offline (in Directory Services
Restore node) and performan offline defrag.

8. You are the adnministrator of the conmpany network for Arbor Shoes. Arbor
Shoes has three donains:

ar bor shoes. com na. arborshoes. com sa. arborshoes. com

Al'l the domains are in native nbpde. You are going to renove the

na. ar bor shoes. comdonain in an effort to consolidate domains. There are
300 users in na.arborshoes.com You want to nove all 300 users at the same
time to arborshoes. com

What shoul d you do?

A. At the command pronpt, type the follow ng conmand: Cscript sidhist.vbs
/ srcdc:dcl /srcdom na. ar bor shoes. com / dstdc: dcl/ dst dom ar bor shoes. com

B. At the command pronpt, type the followi ng command: Movetree /start /s
dcl. na. arborshoes.com /d dcl. arborshoes. com sdn

cn=users, dc=na, dc=ar bor shoes, dc=com / ddn cn=users, dc=arborshoes, dc=com
C. In MMC, use the copy command in Active Directory Users and Conputers.
D. In MMC, use the nove command in Active Directory Users and Conputers.
Answer: B

MoveTree.exe is a command-line utility that enables administrators to nove
Active Directory objects such as organi zational units, users, and so on,
BETWEEN domains in a single forest.

Movet ree synt ax:

novetree [/start, /continue, /check] [/s source server FQDN] [/d
destination server FQDN] [/sdn source subtree root DN] [/ddn destination
subtree root DN] [/u domai n\usernane] [/p password] [/quiet]

9. You are the enterprise admnistrator of a Wndows 2000 dormain tree that
has five domains. Al domains are in native node. Each domai n has one or
nore users who are hel p desk staff. Each domain has a gl obal group naned
Hel p Desk Menbers that contains the hel p desk staff from each donmain.
There is an QU naned Interns in the root domain. You want all hel p desk
staff to be able to reset passwords of the users in the Interns OU.

What shoul d you do?
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A. Create a new global security group named Help Desk Staff in the root
domai n. Place the five Hel p Desk Menbers groups in the Hel p Desk staff
group. Place the Help desk staff group in the Reset Interns group. On the
reset Interns group, assign the Reset password permission to the Hel p Desk
Staff group

B. Create a new gl obal security group naned Help Desk Staff in the root
domai n. Place the five help desk staff in the Help Desk Staff group
Create a new |l ocal security group nanmed Reset Interns in the root domain.
Place all users fromthe Interns QU in the Reset Interns group. On the
Interns QU, assignh the reset Password permi ssion to the Reset Interns
group.

C. Create a new universal security group named Hel p Desk Staff in the root
domai n. Place the five Hel p Desk Menbers groups in the Hel p Desk Staff

uni versal group. Create a new |l ocal security group naned Reset Interns in
the root donain. Place the Help Desk Staff group in the Reset Interns
group. On the Interns QU, assignh the reset password pernission to the
Reset Interns group

D. Create a new universal security group named Hel p Desk Staff in the root
domai n. Place the five Hel p Desk Menbers groups in the Hel p Desk Staff
group. Create a new |l ocal security group naned reset Interns in the root
domain. Place all users fromthe Interns QU in the Reset Interns group. On
the reset Interns group, assign the Reset Password permnission to the Help
Desk staff group

Answer: C
W ndows 2000 security groups:
Donai n Local - can contain user accounts, gl obal groups and universa

groups fromany domain in forest, as well as other domain |local groups in
the same donmin. Domain |ocal groups can be used only in its own domain
and can be assigned perm ssions for resources located only in its own
domai n.

d obal - can contain user accounts and gl obal groups fromthe sanme domain.
d obal groups can be used in any domain in the forest and can be assigned
perm ssions for resources located in any domain in the forest. Use groups
wi th gl obal scope to help you nmanage user and conputer accounts in a
particul ar domai n. Then, you grant access permnissions to a resource by
maki ng the group with gl obal scope a nenber of a Donmin Local group

Uni versal - can contain user accounts, global groups and universal groups
fromany donmain in the forest. Universal groups can be used in any donain
in the forest and can be assigned permissions for resources |ocated in any
domain in the forest. Usually, you would add gl obal groups to a universa
group to consolidate groups that span donmains. Universal group nenbership
is validated at |ogon by d obal Catal og servers.

10. Your conpany's W ndows 2000 network consists of a single domain. You
are the enterprise adm nistrator of the donain. Two adm nistrators nanmed
Ann and Bill nake changes to Active Directory at approximately the sane
time at two different donmain controllers named ServerA and ServerB. Ann
del etes an enpty QU nanmed Branchl from ServerA. Before this deletion is
replicated to ServerB, Bill nove five existing users fromthe Brach2 QU to
the Branchl QU at ServerB. Ten mnutes later, Bill discovers that the
Branchl QU is deleted fromActive Directory. You want to reinstate the
configuration that Bill attenpted to acconplish

What shoul d you do?

A. Performan authoritative restore of the Brachl QU at ServerA

B. Performa nonauthoritative restore of the Branchl OU at ServerA

C. Performan authoritative restore of the five users at ServerB

D. At ServerB, nove the Branchl OU fromthe Lost AndFound container to its
origi nal |ocation.

E. At ServerA, create a new Branch QU. Move the five users fromthe
Branch2 QU to the new Branchl QU

F. At ServerB, create a new Branchl OQU. Mwve the five users fromthe
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Lost AndFound contai ner to the new Branchl QU

Answer: F

The Lost AndFound cont ai ner stores objects (with properties intact) that
have been created in, or noved to, a container that no | onger exists after
replication.

11. You are the administrator of your conpany's network. Your conpany has
two domains in six sites as shown in an exhibit. Each site has one or nore
domai n controllers. For fault-tol erance and | oad-bal anci ng purposes, one
domai n controller in each site is configured as a gl obal catal og server
(G0). Users report that, several tinmes a day, network performance and data
transfer for an application located in SiteA are extrenmely poor. You want
to i nprove network performance.

What shoul d you do?

A. Configure at |least two donain controllers in each site as GC servers.

B. Configure the donain controllers in only one site as GC servers.

C. Create site links between all sites and use the default replication
schedul ers.

D. Create site links between all sites and set the | ess frequent
replication schedul es.

E. Create connection object between each domain controller. Use RPC as the
transport protocol.

F. Create connection objects between each domain controller. Use SMIP as
the transport protocol.

Answer: D
To solve this problem create additional site links. This allows for nore
efficient replication so that replication between sites will require | ess

time. You should also set a | ess frequent replication schedule so that
replication isn't taking place when the network is in heavy use. d oba
Catal og servers can al so hel p because they contain info about all
resources on a network (once connected to the network, conputers

i medi ately contact the nearest GC server). Note that in this question,
each site already has a GC server so adding another will have very little
ef fect.

12. You are the enterprise adm nistrator of a Wndows 2000 donai n naned
fabri kam com The domain contains three domain controllers named DCA, DCB
and DCC. DCA does not hold any operations naster roles. You backed up the
System state data of DCA two weeks ago. Wthout warning, the DCA donain
controller's hard disk fails. You decide to replace DCA with a new
computer. You install a new Wndows 2000 server conputer.

What shoul d you do next?

A. Add the server to the domain. Do an authoritative restore of the
ori gi nal backup of the original DCA System State data that you nade two
weeks ago.

B. Add the server to the domain. Use Wndows Backup to create a backup of
the DCB System state data, and restore this backup on the new DCA

C. Use the Active Directory installation wizard to make the new conputer a
replica in the donain.

D. Use the NTDSUTIL utility to copy the active Directory database from DCB
to the new DCA.

Answer: C

You can restore a donain controller by reinstalling Wndows 2000 Server on
the damaged system mmking it a domain controller, and allow ng the
correct information to be copied to it automatically by Active Directory.

13. You are the adm nistrator of a Wndows 2000 donmi n. The domai n has two
donai n controll ers naned Serverl and Server2. The volune that contains the
Active Directory database file on Serverl is running out of disk space.
You decide to nove the database file to an enpty volune on a different

di sk on Serverl
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What shoul d you do?

A. Restart Serverl in Directory Services restore node. Use the NTDSUTIL
utility to nove the database file to the enpty vol une.

B. Use Wndows Backup to create a backup of the System State data of
Serverl. Restart Server2 in Directory Services restore node. Restore the
system State data to the enpty vol une.

C. Use the Logical D sk Manager console to nmount the enpty volune in the
folder that contains the Active Directory database file.

D. Stop the Netlogon service on Serverl. Use Wndows Explorer to nove
NTDS.DIT to the enpty volune. Start the NetlLogon service again. Force
replication from Server?2

Answer: A

The error you'll receive on the domain controller will be Lsass.exe -
System Error, Directory Services could not start because of the follow ng
error: There is not enough space on the disk. Error Status: 0xc000007f.

Pl ease click OK to shutdown this system and reboot into Directory Service
Restore Modde, check the event | ogs for nore detailed information. There
are two possible resolutions:

Resol uti on Met hod #1, clear space on the drive:

- Boot the domain controller into Directory Services Restore node (W ndows
2000 domain controllers only), and log on with the Directory Services

Rest ore node admi ni strator account and password (this is the password you

assi gned during the Dcprono process).

- Locate the drive containing the directory and log files (located in the

NTDS fol der on the root drive by default).

- Free sonme space on the drive, then reboot normally. If there is no space
to free, use nethod 2.

Resol uti on Method #2, nove the database or log files (correct answer to
this question):

NTDSUTI L. EXE has an option for noving either the database file or the
dat abase log file. If all drives are at capacity, it may be necessary to
install an additional hard disk in the conputer

- Boot the domain controller in Directory Services Restore node and | og on
with the Directory Services Restore node adnini strator account and
password (this is the password you assigned during the Dcprono process).
- At a command pronpt, type NTIDSUTIL. EXE, type "files" to receive the
"file maintenance" pronpt.

- Type info. Note the path of the database and log fil es.

- To nove the database, type "Mwve DB" to % (where % is the target

fol der).
- To nove the log files, type "Mwve Logs" to % (where % is the target
fol der).
- Type quit twice to return to the command pronpt, reboot the conputer
normal | y.

14. You are the enterprise adm nistrator of a Wndows 2000 donai n. The
domai n has three domain controllers nanmed DCl, DC2, and DC3. Because of
changed hardware requirenments, you want to replace the domain controller
naned DC1L with a newer conputer nanmed DC4. You want DC4 to be a dommin
controller in the domain. You no |onger want DCl to function as a domain
controller.

What shoul d you do?

A. Install DC4 as a stand-al one server in a workgroup naned Wa. Restore a
System State data backup of DClL on DC4. On DCl, use the Active Directory
Installation wizard to renove Active Directory from DCL.

B. Install DC4 as a stand-al one server in a workgroup named WG Di sconnect
DCL fromthe network. Rename DC4 to DCL. On DC2, force replication of AD
to all its replication partners.

C. Install DC4 as a nenber server in the domain. On DC4, use the Active
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Directory Installation wizard to install Active Directory on DC4. On DC1,
use the Active Directory Installation wizard to renove Active Directory
from DCL.

D. Install DC4 as a nenber server in the donmain. On DCl, use the Nt dsuti
to copy the Active Directory files to DC4. Use the Active Directory
Installation wizard to renove Active Directory from DCL.

Answer: C

DCPROMO initiates the Active Directory Installation Wzard. The Active
Directory Installation Wzard is used to install Active Directory on a
menber server in the domain (thus creating a domain controller) and to
remove AD

15. You are the network adm nistrator for your conpany. Your conpany's
main office is in Seattle. Branch offices are in New York, Rone, and
Tokyo. The local administrators at each branch office need to be able to
control local resources. You want to prevent the local administrators from
controlling resources in the other branch offices. You want only the

adm nistrators fromthe main office to be allowed to create and nmanage
user accounts. You want to create an active directory structure to
acconplish these goal s.

What shoul d you do?

A. Create a domain tree that has a top-level donain for the nmain office
and a child domain for each branch office. Gant the |ocal adm nistrators
menbership in the Domain Admins group in their child donains.

B. Create a domain tree that has a top-level domain for the main office
and a child domain for each branch office. Gant the |ocal adm nistrators
menbership in the Enterprise Admins group in the donmain tree.

C. Create a single domain. Create a group naned Branch Adnins. Grant the
| ocal adm nistrators nenbership in this group. Assign perm ssions to the
| ocal resources to this group

D. Create a single donain. Create and QU for each branch office and an
addi tional QU naned CorpUsers. Del egate authority for resource

adm nistration to the local administrators for their own QUs. Del egate
authority to the CorpUsers QU only to the Donmain Admi ns group.

Answer: D

When you use a conbination of QU nesting and access control lists (ACL),
you can del egate the administration of objects in the directory in a very
granul ar manner.

16. You are the administrator of your conpany's network. Your conpany has
its main office in Seattle and branch offices in London, Paris, and Ri o de
Janeiro. The local adninistrator at each branch office nust be able to
control users and | ocal resources.

You want to prevent the local administrators fromcontrolling resources in
branch offices other than their own. You want to create an Active
Directory structure to acconplish these goal s.

What shoul d you do?

A. Create a top-level QU Delegate control of this QU to admnistrators at
the main office.

B. Create child QUs for each office. Delegate control of these OUs to

adm ni strators at the main office.

C. Create child QUs for each office. Delegate control of each QU to the

| ocal adm nistrators at each office.

D. Add the local adninistrators to the Domain Adm ns group

E. Create users groups for each office. Grant the local adnministrators the
appropriate permnissions to adninister these user groups.

Answer: C

When you use a conbination of QU nesting and access control lists (ACL),
you can del egate the administration of objects in the directory in a very
granul ar manner.
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17. You install a Wndows 2000 Server conputer on your network. You
pronote the conputer to be a domain controller. This conputer also
functions as the DNS server for the domain. Al client conputers are
runni ng Wndows 2000 Professional. Wen users attenpt to | og on they
receive an error nessage sating that a domain controller cannot be

| ocated. You verify that Active Directory is installed and functional on
the server. You want to ensure that the domain controller is available for
user | ogons.

What shoul d you do next?

Check DNS for the addition of an appropriate SRV record in the zone.
Check DNS for the addition of an appropriate A record in the zone.
Check for the presence of an NTDS fol der on the donain controller.
Check for the presence of a Sysvol folder on the domain controller

On the client conputers, create a HOSTS file that contains the SRV
records for the domain controller

F. On the client conputers, create a HOSTS file that contains the A record
for the DC

Answer: A

DNS service (SRV) resource records are necessary to help clients find
Active Directory servers. The SRV resource record all ows administrators to
use several servers for a single domain, to nove services fromhost to
host easily and to designate some hosts as primary servers for a service
and ot hers as backups.

18. You are the adm nistrator of a Wndows 2000 network for Ml er
Textiles. The network configuration is shown in an exhibit.

moow>

The millertextiles.comdomain is hosted on Serverl as an Active Directory
i ntegrated zone, and on Server3 as a secondary zone.

Al'l client conputers on Segnent B are running Wndows 2000 Prof essi onal
Al'l client conputers on Segnent A are down |evel client conputers. All
client conmputers are DHCP clients as well. You share sone network
resources on several of the client conputers on Segnent A Several days
| ater you attenpt to connect to those shared resources fromclient
computers running on segnment B, but you are unable to resolve the host
nanes of client conmputers on Segnent A

How shoul d you correct this probl enf

A. On the DHCP server, set the DNS Donmi n Nanme scope option to
mllertextiles.com

B. On Serverl for the millertextiles.comzone, change the value of "All ow
Dynani ¢ Updates" fromthe default settings to "Yes".

C. Configure the nmillertextiles.comdomain to allow zone transfers to al
the conmputers on the network.

D. On Server2, enable updates for DNS clients that do not support dynanic
updat es.

Answer: D

W n2000 DNS supports dynam ¢ update so that clients can auto register
address or host (A) records, as well as pointer (PTR) records. Downl evel
clients (Wn98/NT) can only use dynani c update when they are clients of a
W n2000 DHCP server and that DHCP server is configured to "enabl e updates
for DNS clients that do not support dynam ¢ updates”

19. You are the administrator of the Contoso, Ltd., conpany network. You
are designing a Wndows 2000 donain. Contoso, Ltd., has an Internet
presence and owns contoso.com a registered domain nane. The existing DNS
zone is hosted on Wndows NT 4.0 Server conputers.

You want to acconplish the follow ng goals:

Internal host names will not be exposed to the Internet.
Internal users will be able to resolve external nanes for access to
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| nt er net - based resources.

Compl exity and depth of domain nanes for Active Directory will be
m ni m zed.

To conply with managenent requirenents, the existing DNS servers that
host the zone for contoso.comw || not be upgraded.

You i nplenment a DNS design as shown in an exhibit. Wich results does your
i mpl ement ati on produce? (Choose all that apply)

A. Internal host nanmes will not be exposed to the Internet.

B. Internal users will be able to resolve external nanmes for access to

I nt er net - based resources.

C. Complexity and depth of domain names for Active Directory will be

m ni m zed.

D. To conply with managenent requirenents, the existing DNS servers that
host the zone for Contoso.comw ||l not be upgraded.

Answer: A, B, C

Depends on exhibit. Additional notes on this topic, to avoid confusion and
mninmze adm nistration, create separate AD domains and DNS zone pairs for
BOTH t he external network and the intranet. For exanple, nyconpany.com
(external) and internal.nmyconpany.com (for the intranet). In this setup
only part of the network is public, the other internal part is not exposed
to the Internet. To further ninimze adm nistration in maintaining the DNS
nanespace be SURE to enabl e dynam ¢ updates to the zone(s). Finally, to
mninmze zone transfer traffic, use an Active Directory-integrated zone.
Zone transfers are performed during AD replication and this creates |ess
network traffic than standard zone transfers.

20. You are the adm nistrator of your conpany's network. The network
consi sts of one Wndows 2000 donmin that spans multiple subnets. You are
configuring DNS for host nane resol ution throughout the network.

You want to acconplish the follow ng goals:
DNS zone transfer traffic will be minimzed on the network.
Admi ni strative overhead for naintaining DNS zone files will be minin zed.
Unaut hori zed host conputers will not have records created in the zone.
Al'l zone updates will cone only from aut horized DNS servers.
Al'l zone transfer information will be secured as it crosses the network.

You take the follow ng actions:

1 - Create an Active Directory integrated zone.

2 - In the Zone Properties dialog box, set the "A| ow Dynami ¢ Updat es"
option to Yes.

3 - On the Nane Servers tab of the Zone Properties dialog box, enter the
names and addresses of all DNS servers on the network.

Which results do these actions produce? (Choose all that apply)

A. DNS zone transfer traffic will be mninmzed on the network.

B. Administrative overhead for maintaining DNS zone files will be
nmnimzed.

C. Unaut horized host conputers will not have records created in the zone.
D. All zone updates will cone only fromauthorized DNS servers

E. All zone transfer information will be secured as it crosses the network.

Answer: A B, E

Action 1 ensures "DNS zone traffic mnimzed". Creating an AD-integrated
zone invol ves configuring DC s as DNS servers (which automatically becone
primary servers for the zone). Zone transfers are performed during AD
replication and this creates |less network traffic than standard zone
transfers. AD-integrated zone transfers (done as part of AD replication)
are al so secure, which satisfies "All zone info secured as it crosses the
net wor k" .

Action 2 ensures "Adm n overhead for maintaining DNS zone files
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m ni m zed". Enabling dynam ¢ updates mninm zes adm n overhead for zone
mai nt enance because each host auto registers itself with DNS and updates
its records as needed.

Action 3 alnost ensures "All zone updates only to authorized DNS servers"
This is done by explicitly listing the IP's of those DNS servers (that
will receive zone information) on the Properties > Zone Transfers tab for
the zone. Alternatively, you can specify authoritative servers for the
zone on the Nanme Servers tab and then select the option to "All ow zone
transfers to Only those server that are listed on the Nane Servers tab".
Sel ecting "Al'l ow zone transfers...Nanme Servers tab" was NOT done so "All
zone updates only to authorized DNS servers" was NOT net. Be careful on
this point.

To ensure "Unaut horized host conputers will not have records created in
zone", you need "Only Secure Updates" (only available in an AD-integrated
zone). Secure updates specify that only users, groups or conputers that
have been granted the right to wite to the zone or record have the
ability to update the record. However, this action wasn't taken in this
scenari o.

21. You are the network adm nistrator for Arbor Shoes. Part of your
nmulti-site Wndows 2000 network configuration is show in an exhibit.
Serverl is configured with the primary zone for arborshoes.com Server3
and Server5 are configured with secondary zones for arborshoes.com You
di scover an error in several host records that is preventing client
conmputers in Atlanta from accessi ng sone shared resources. You nake the
necessary corrections on Serverl. You want these changes to be propagated
to Atlanta i mmedi ately.

What shoul d you do?

A. On the Action nenu for the arborshoes.com zone, click "Update Server
Data Fil es".

B. At Server5, performthe Transfer from master action for the

ar bor shoes. com zone.

C. At Serverl, stop and start the DNS server servi ce.

D. At Server5, select Allow zone transfers on the arborshoes. com zone.
Answer: A

After changes are made to a zone file, the Primary DNS server will not
automatically send change notification messages to secondaries on the
Notify list. To trigger an i nmedi ate update foll owi ng your edits, select
the DNS nmenu and then sel ect Update Server Data Fil es.

If you were at a secondary server, you can initiate a zone transfer by
opening DNS, in the console tree click the applicable zone, then on the
Action nenu click "Transfer frommaster". This question seenms to depend on
the server at which you are located, the Primary DNS server OR a Secondary
DNS server.

22. You are the network adm nistrator for LitWare, Inc. You are

i mpl ementi ng Wndows 2000 on your network. Part of your network
configuration is shown in an exhibit. You have installed Server2 and
Server4 as donmin controllers for LitWare.com You have installed Serverl
and Server3 as DNS servers for the |litware.com domai n. Each server has a
standard primary zone naned |litware.com You configure the domain to run
in native node.

When Server2 attenpts to contact Server4 by nanme, it cannot establish a
connection. However, you can ping both Server2 and Server4 from any
computer in either site. You need to be able to resolve nanes of serves in
both sites. You want the information to be updated regul arly.

What shoul d you do?
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A. Configure Serverl and Server3 to allow dynam ¢ updates in DNS

B. Configure Serverl and Server3 to allow zone transfers to any server.
Then configure the DNS notification options to notify each server of
updat es.

C. Reinstall Server4 as a menber server in the same domain as Server?2
Create a new site and pronote Server4 to a domain controller within the
new site.

D. Re-create the litware.com zone on Server3 as a secondary zone.
Configure Server3 to replicate DNS data from Server 1.

Answer: D

A standard secondary zone creates a replica of an existing zone and stores
this data in a read-only, standard text file.

23. You are hired by Fabrikam Inc., to secure its Wndows 2000 networKk.
You use Security Tenplates to create a customtenplate and save it as
Securefab.inf. You need to use this tenplate on five domain controllers in
t he fabri kam com domai n.

What shoul d you do? (Choose two)

A. Copy the Securefab.inf file to the Sysvol shared fol der on one domain
controller.

B. Create a new security database.

C. Inmport the Securefab.inf file.

D. Renane Securefab.inf to Ntconfig.po

E. Create a Goup Policy object on the Domain Controller Organizational
Unit.

Answer: C, E

The Security Configuration and Analysis tool is used to analyze and
configure security settings. Preconfigured tenplate files (stored in
Systenmroot\security\tenplates) are used for analysis and to custonize for
specific security needs. These settings can be exported to an .inf file
and applied to a Ggroup Ppolicy Cbject (using the Goup Policy Editor or
you can apply themdirectly to a specific conputer using the Security
Configuration and Anal ysis snap-in).

24. You are the adm nistrator for a Wndows 2000 network. Your network
consi sts of one domain and two Organi zational Units (QU). The QUs are
naned Corporate and Accounting. A user recently reported that she was not
able to log on to the domain. You investigate and find out that the user's
account has been del eted. You have been auditing all objects in Active
Directory since the domain was created. However, you cannot find a record
of the user account deletion. You want to find a record that identifies
the person who del eted the account.

What shoul d you do?

A. Search the security event |ogs on each domain controller for account
managenent events.

B. Search the security event |ogs on each domain controller for object
access events.

C. Search the Active Directory Users and Conputers console on each domain
controller for the user's previous account nane.

D. Search the Active Directory Users and Conputers console on each domain
controller for the user's conputer account.

Answer: A

When you audit account managenent events, you're able to track changes of
user account information (including password changes), additions and

del eti ons.

25. You are the adm nistrator of your conpany's network. The network

consi sts of one Wndows NT 4.0 donain. You create and inplenent a security
policy that is applied to all Wndows 2000 Professional client conmputers
as they are staged and added to the network. You want this security policy
to be in effect at all tinmes on all client conputers on the network.
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However, you find out that adm nistrators periodically change security
settings on conputers when they are troubl eshooting or doi ng mai nt enance.
You want to autonate the security analysis and configuration of client
computers on the network so that you can track changes to security policy
and reapply the original security policy when it has been changed.

What shoul d you do?

A. Use Wndows NT System Policy to globally configure the security policy
settings on the client conputers.

B. Use Wndows 2000 Group Policy to globally configure the security policy
settings on the client conputers.

C. Use the Security and Configuration Analysis tool on the client
computers to anal yze and configure the security policy.

D. Schedul e the Secedit command to run on the client conputer, analyze and
configure the security policy.

Answer: D

Normally, if the GPCs that define the environment for the user have not
changed fromthe last time Goup Policy was applied, the GPO is skipped
and not applied again. In either case, specifying "/ENFORCE" on the
command line re-applies the policy even if the GPGs that apply to the
computer or user have not changed. An exanple of the command Iine in this
case is: secedit /refreshpolicy machine policy /enforce

26. You are the adm nistrator of your conpany's network. The network
consi sts of one Wndows 2000 domain. The donmai n contains four

Organi zational Units (QU) as shown in an exhibit. You want to centralize
security policy in your domain. You create the following three security
tenpl ates and Group Policy bjects:

1 - SecPol 1 defines Password, Audit, and User Rights Policies.

2 - SecPol 2 defines User Desktop policy, File Systemsecurity, and
regi ster security.

3 - SecPol 3 defines a High Security User Desktop policy for network
adm ni strators.

You want the GPGs to apply your security policies to users and conputers
in the domain. You want to use the fewest assignnents possible. Were
possi bl e, you want Group Policy to apply at the QU | evel for nore granul ar
adm ni strative control

How shoul d you apply security policies?

A. Select and drag Secpoll to all |ocations.
B. Select and drag Secpol2 to all |ocations.
C. Select and drag Secpol 3 to all |ocations.
Answer: A

Depends on exhibit. dick the Select & Place button, and drag A, B, and C
to the correct |ocations. Note, the letters can be used nore than once. |If
you want SecPol 1l to be effective for the entire network, drag Secpoll to
all locations (domain level). Policies targeted at specific departnents

nm ght be applied just to the QU that that departnment is in (QU | evel).
This conpl etely depends on the requirenments of the scenario.

27. You edit the default Donain Controllers Goup Policy on the

ar bor shoes. com domai n to required passwords to be at | east eight
characters | ong. However, users are able to create passwords that do not
comply with the inplenmented policy.

What shoul d you do?
A. Initiate replication to make sure the Group Policy containers and the
Goup Policy tenplate (GPT) are replicated.

B. Configure each client conputer to have a local Goup Policy that
requires password to be at |east eight characters |ong.
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C. Edit the default Domain Group Policy to require password to be at | east
ei ght characters |ong.

D. Edit the default Domain Controllers Group Policy to force the password
to nmeet conplexity requirenents.

Answer: C

To i npl ement strong password requirenents for your domain, configure a
group policy object linked to your domain using the Goup Policy Editor

28. You are the Wndows 2000 network adm nistrator for your conpany. You
are inplenmenting the conpany's network security nodel. You network has
several servers that contain sensitive or confidential information. You
want to configure security auditing on these servers to nonitor access to
specific folders. You also want to prevent users from gaining access to
these servers when the security | ogs becone full.

What shoul d you do?

A. Create a GPOthat applies to the servers. Configure the GPOto enable
auditing for object access. Set up the individual objects to be audited in
W ndows Explorer and then customni ze the Event Viewer logs to limt the
size of the security log to 1,024 kb

B. Create a GPO that applies to the servers. Configure the GPO to enable
auditing for Directory Services access. Set up the individual objects to
be audited in Wndows Explorer and then customi ze the Event Viewer logs to
limt the size of the security log to 1,024 KB. Configure the security
event log so that it does not overwite events.

C. Create a GPO that applies to the servers. Configure the GPO to enabl e
auditing for Directory Service access. Set up the individual objects to be
audited in Wndows Explorer. Configure the Security Event log so that it
does not overwite events. Then configure the GPO to enable the "Shut down
the systemimediately if unable to |l og security audits" setting.

D. Create a GPO that applies to the servers. Configure the GPO to enable
auditing for object access. Setup the individual objects to be audited in
W ndows Explorer. Configure the security event log so that it does not
overwite events. Then configure the GPO to enable the "Shut down the
systemimediately if unable to log security audits" setting.

Answer: D

The two parts of auditing are to setup an audit policy at either the | ocal
or domain |evel (through a GPO that defines the types of events to be
audited (in this case object access). Secondly, the specific events nust
be specified (in this case by setting up the objects to be audited using
W ndows Explorer). To neet the |last requirenent of preventing users'
access when log is full then you nust configure the GPO to enabl e the
"Shut down the systemif unable to |log" setting. This setting is actually
called CrashOnAuditFail in the registry and in this case, nust be set to 1.

29. You are the security analyst for Duluth Mutual Life. You are assessing
the security weaknesses of the conpany's W ndows 2000 network. The network
consists of three sites in one donmain. The domain contains three OUs and
11, 000 users. There are five domain controllers in the domain. You
configure one of the domain controllers to nmeet the security requirenents
of the conpany. You need to duplicate those settings on the other four
domai n controllers. You want to use the | east possible amunt of

adm ni strative effort.

What shoul d you do?

A. Create a GPO for the Donain Controllers QU. Configure the GPO settings
to match the settings of the secured domain controller.

B. Open Security Configuration and Anal ysis on the secured domain
controller. Export the secured domain controller's security configuration
to atenplate file. Copy the tenplate file to the Sysvol folder on each
domai n controller

C. Create a GPO for the domain. Assign Domain Users Read and Apply G oup
Policy perm ssions. Configure the GPO settings to match the settings of
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t he secured domain controller

D. Open Security Configuration and Anal ysis on the secured domain
controller. Export the secured domain controller's security configuration
information to a tenplate file. Qpen Security Configuration and Anal ysis
on the other domain controllers, inport the tenplate file, and then sel ect
Anal yze Conput er Now.

Answer: A

Local security policies for DC's (audit policies and user rights) are
defined in the Default Donmain Controllers Policy GPO

30. You are the adm nistrator of a Wndows 2000 network. Recently, your
network security was conprom sed and confidential data was lost. You are
now i npl ementing a stricter network security policy. You want to require
encrypted TCP/I P communi cati on on your network.

What shoul d you do?

A. Create a GPO for the donain, and configure it to assign the Secure
Server | PSec Policy.

B. Create a GPO for the domamin, and configure it to assign the Server

| PSec Policy and to enable Secure channel: Require strong session key.

C. Implenment TCP/IP packet filtering, and open only the ports required for
your network services.

D. Edit the local security policies on the servers and client conputers
and enable Digitally signed client and server conmunicati ons.

Answer: A

By default, Wndows 2000 includes three predefined policies: dient,
Secure Server, and Server. The first task is to decide if any of the
default policies will apply or if it will be necessary to create a custom
policy to neet your needs. None of the preconfigured policies are active
by default. The policies are as foll ows:

Cient (Respond Only) - allows the client to respond to other conputers
requesting security according to the settings in the default response
rule. Wth this policy active, the client will never request security, but
will negotiate | PSec based on the connecting host. This would allow you to
configure client conputers to respond to requests for secure

conmmuni cations, but without initiating the request.

Secure Server (Require Security) - allows the server to require | PSec
negotiation prior to allowing a connection. This policy will allow
unsecured incom ng conmuni cations, but outgoing traffic will always be
secured. This policy could be inplenented in scenarios where data nust
al ways be secured.

Server (Request Security) - allows the server to request |PSec
negotiation, but will allow unsecured conmunications if the other conputer
is not | PSec aware. You could use this policy to inplenent security

bet ween | PSec enabl ed conputers without sacrificing interoperability with
non- | PSec- enabl ed conput ers.

31. You are the adm nistrator of your conpany's network, which consists of
one W ndows 2000 dommin. There is a single top-level QU naned Main and
five child QUs. The child QUs are naned after the conpany's five

depart nents:

Fi nance
Mar ket i ng
Sal es

HR

T

The accounts for all users and conputers in each departnment are defined in

the QU for that departnent. Al users and conputers in the Finance,
Mar keting, Sales and HR QUs require the sane desktop settings. Users and
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computers in the IT OQUrequire less restrictive settings.

You want to acconplish the follow ng goals:

Al'l the assigned G oup Policy settings are defined by the adm nistrator
inthe Main QU will be applied to all users and conputers in the Finance,
Mar keting, Sal es, and HR QOUs.

Goup Policy fromthe Main QU will not be applied to the IT QU

Admi nistrators inthe IT QUwll be able to change the Goup Policy
settings.

When new child OUs are added to the domain, the Group Policy will be
applied to them automatically.

Users will not be able to change their Group Policy settings.

You take the follow ng actions:

- Create the GPO, configure the appropriate settings, and link the GPOto
the Main QU.

- In the Group Policy Options dialog box for the Main QU, select the No
Override check box.

- In the Group Policy dialog box for the IT QU, select the Block Policy

i nheritance check box.

- Assign the Authenticated Users group Full Control permission to the GPO

Which results do these actions produce?

A. Al the assigned Goup Policy settings as defined by the adm ni strator
inthe Main OU are applied to all users and conputers in the Finance,

Mar keting, Sal es, and HR QOUs.

B. Goup Policy fromthe Main QU will not be applied to the I T QU

C. Administrators inthe IT QU are able to change the G oup Policy
settings.

D. Wien new child OUs are added to the domain, the Group Policy is applied
to them autonatically.

E. Users cannot change their G oup Policy settings.

Answer: A, C, D

Full Control to the GPOis given to Authenticated Users so "Adnins in the
IT QU can change GPO settings" is net. As a matter of fact, any
authenticated user will be able to change their GPO settings. It's a
top-level QU with "No Override" so it will be applied to the | ower-Ievel
QUs and new child OUs.

GPCs can be applied to sites, DOMAINS and QUs. If nore then one GPOis in
effect, then the GPO nearest to that object is applied. If "no override"
is used, then the GPGs settings is given higher priority than other GPGCs
that don't have "no override" configured. If 2 GPCs conflict and both have
"no override" set, then the GPO closest to the container applies. In this
scenari o, within one donmain the top-level QU has "No Override". This
shoul d have higher priority over the "block policy inheritance" of the IT
QU, therefore the requirenent "GPO fromMain QU will NOT be applied to IT
QU' is NOT net.

32. You are using RIS to depl oy Wndows 2000 Professional on 1,500
computers. Your network configuration is shown in an exhibit. You have
four RIS servers. You have depl oyed 100 conputers. RIS serverl and RIS
server3 are overworked and respond too slowy for the tinely depl oynent of
your conputers. You need nore consistent perfornmance results before you
depl oy the renmi ni ng conputers.

What shoul d you do?

A. Create conputer accounts for all the conputers. Conplete the Managed By
properties for each account.

B. Create one QU for each segnent. Add users accounts for all the users to
the appropriate OUs. Specify the appropriate RIS server in the "Log on to"
property for each user's account.

C. Create prestaged conputer accounts for all of the conmputers. Specify
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which RIS server will control each conputer
D. Create one site for each segnment. Mwve two RIS servers to each site.
Answer: C

Renote install begins when a PXE conpliant client is first started up, it
gets TCP/ I P settings from DHCP and then conmunicates with a RIS server to
get the IP of a PXE boot server and to obtain the initial file needed to
start the boot process. If RIS servers are overworked then you can
prestage conputer accounts. This involves creating conputer accounts and
assi gning EACH conputer to a specific RIS server.

33. You are the adm nistrator for Arbor Shoes. Part of your network
configuration is shown in an exhibit. Al the conputers are running

W ndows 2000 Professional and are nenbers of the arborshoes.comdomain in
the conmpany LAN. Al the users are nenbers of the Power Users group on
their conputers. Andrew has dial-up access to the Internet for a special
project he is working on. You do not want other users to share Andrew s

I nternet connection and to have unrestricted |Internet Access.

What shoul d you do?

A. Create a high security zone in M5 | E

B. Create a Goup Policy Object (GPO that disables the configuration of
connection sharing. Grant Andrew Read and Apply group Policy perm ssions
to the GPO

C. Create a Goup Policy hject (GPO that disables the configuration of
connection sharing. Gant Mchel, Laura, and Anita Read and Apply G oup
Policy perm ssions to the GPO

D. Renove the Internet connection fromthe Al Users profile on Andrew s
computer and then recreate the connection in Andrew s personal profile.
Answer: B

Andrew i s the user who needs to have "Read and Apply" to this GPO so that
his I CS is disabled.

34. You are the adm nistrator of a Wndows 2000 domain. You want to depl oy
a new application naned Fi nance

that will be used by all users in the domain. The vendor of the Finance
application supplied a M5 install package for the application. You decide
to deploy the Finance application in two phases. During Phase 1, only
menbers of a security group named Finance Pilot will use the Finance
application. During Phase 2, all users in the domain will be able to
install the Finance Application.

You want to acconplish the follow ng goals:

During Phase 1, the Finance application will not be installed
automatically when users | og on.
During Phase 1, users who are nenbers of the Finance Pilot group will be

able to install the Finance application by using a Start menu shortcut.
During Phase 1, users who are not nenbers of the Finance Pilot group

will not be able to install the Finance application by using a Start nenu
shortcut.
The Finance application will be installed automatically the first tine

any user in the domain | ogs on after phase 2 has begun.

You take the follow ng actions:

- Create a new GPO named Depl oy Finance and |ink the deploy Finance GPOto
t he domai n.

- Configure the Deploy Finance GPO to assign the Finance application to
users.

- For Phase 1, create a software category naned Fi nance Pilot. ASSIGN the
Fi nance application to the Finance Pilot software category.

- For Phase 2, renove the Finance application fromthe Finance Pil ot

sof tware category.

Which results do these actions produce?
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A. During Phase 1, the Finance application will not be installed
automatically when users | og on.

B. During Phase 1, users who are nmenbers of the Finance Pilot group can
install the Finance application by using a Start nmenu shortcut.

C. During Phase 1, users who are not nenbers of the Finance Pilot group
cannot install the Finance application by using a Start nenu shortcut.

D. The Finance application is installed automatically the first tinme any
user in the domain | ogs on after Phase 2 has begun

Answer: A, B

You can assign or publish software packages.

Assi gned software:

Software that is assigned to a user has a shortcut appear on a user's
Start > Prograns nmenu, but is not installed until the first tinme they use
it. Software assigned to a conputer is installed the next time the user

| ogs on regardl ess of whether or not they run it. Wen software is
assigned to a user, the new programis advertised when a user |ogs on, but
is not installed until the user starts the application froman icon or
doubl e-clicks a file-type associated with the icon. Software assigned to a
conmputer is not advertised - the software is installed autonatically. Wen
software is assigned to a conputer it can only be renoved by a | ocal
adm ni strator - users can repair software assigned to conputers, but not
remove it.

Publ i shed software:

Publ i shed applications are not advertised. They are only installed through
Add/ Rermove Prograns in the Control Panel or through invocation (a user
doubl e-clicks on an unknown file type). Published applications |ack
resiliency (do not self-repair or re-install if deleted by the user).
Finally, applications can only be published to users, not conputers.

35. You are the enterprise adm nistrator of a Wndows 2000 network. The
networ k has three donains:

Cont oso. com west. Cont oso. com east. Cont 0oso.com

Al'l three domains are in a site named Boston. Al three donmains contain
QUs. You want to inplement new desktop policies for all users on the
network. The policies are configured in a Goup Policy Object naned
Gpdeskt op. You al so want to inplenent a | ogon script for users fromthe W
QU. The logon script policy is configured in a GPO nanmed Gpscript. The
users fromthe W2 QU always | og on to Wndows 2000 Professional conputers
defined in the WB OU. You do not want to use Group Policy filtering. You
want to use the fewest GPO assignnents possible.

What shoul d you do?

A. Sel ect and drag Gpdesktop to the middle position of the Contoso. Com
donai n.

B. Select and drag Gpscript to the second position of the Wst. Cont oso. Com
donai n.

Answer: A, B

To answer, click the Select and Place button, and then drag the Gpdesktop
and Gopscript GPOs to the correct |ocations. Note, use each GPO only once.

36. You are the adm nistrator of a Wndows 2000 network. You are depl oyi ng
W ndows 2000 Professional to 200 client conmputers. A custom configuration
is required for each one of 50 of the client conputers. You are using SMs
Server to install various applications on all the client conputers. You
want to use RIS to install Wndows 2000 on all of the client conputers.

What shoul d you do?

A. Create a CD-based RIS inage and different answer files for each custom
confi gurati on.

file:///D)/217/TXT/70-217.txt (18 von 51) [07.09.2001 12:23:17]



file:///D|/217/TXT/70-217.txt

B. Create an RIPrep inage for each configuration. Grant Read And Execute
perm ssion to users for the i mage fol der.

C. Install a test client conputer for each custom configuration. Use the
Setup Manager wizard to create an answer file for each configuration

D. Use the Setup Manager wizard to create a Sysprep answer file. Use
third-party inmaging software to create a separate i mage for each

confi gurati on.

Answer: A

Unattended installations rely on an "answer file" to provide information
during setup process that is usually provided through manual user input.
Answer files can be created nmanually using a text editor or by using the
Setup Manager Wzard (SMN (found in the Wndows 2000 Resource Kit

Depl oynent Tool s) .

37. You are the adm nistrator of a Wndows 2000 dorai n. The domain has 20
users and a Wndows 2000 Server conputer named d asgow. Users in the
domai n frequently work on different Wndows 2000 Professional conputers.
Al'l Wndows 2000 Professional conputers are in the domain.

You want to acconplish the follow ng goals:

Al'l users in the domain will be able to work on all Wndows 2000
Prof essi onal conputers and have their own predefined desktop settings
avail able on all conputers.

Users will be allowed to nake changes to the desktop settings while they
are | ogged on.
- Changes that users nmake to the desktop settings will not be saved when
they log off.

What shoul d you do?

A. On each Wndows 2000 Professional conputer, delete the
Systemdri ve\ Docunents and Settings\Default User folder.

B. On each Wndows 2000 Professional conputer, renane the

Syt enr oot \ SystenB2\ Config\Stemfile to System nan.

C. Configure a roaming profile for each user in the domain. Use

\'d asgowh profil es\%sername% as the profile path. On the d asgow server,
rename the ntuser.dat file to ntuser.man for each user.

D. Create a GPO naned Del profile. Assign the Delprofile GPOto the domain.
Configure the Delprofile GPOto delete the local copy of a user's profile
when the user |ogs off.

Answer: C

A mandatory roam ng user profile will nmake user's desktop setting
available to themon all conputers. Users will be able to change those
desktop settings but since this is a mandatory (.man) profile, those
changes will not be saved.

38. You are the network admnistrator for Just Togs. Your W ndows 2000

net work consi sts of 15,000 users. Users have recently reported that
docunents are mssing fromthe servers. You need to track the actions of
the users to find out who has been deleting the files. You create a GPO on
the justtogs.com domai n and assign the appropriate pernissions to the GPO

What actions should you audit? (Choose two)

Directory Services access

bj ect access

Process tracking

Privil eged use

E. Delete and Del ete subfolders and files

Answer: B, E

The two parts of auditing are to setup an audit policy at either the | ocal
or domain |evel (through a GPO that defines the types of events to be
audited (in this case object access). Secondly, the specific events nust
be specified (in this case by setting up the objects to be audited using
W ndows Explorer). To audit files and folders, you nust be |logged on as a

O0mx>
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menber of the Administrators group or have been granted the "Manage
auditing and security log" right in Goup Policy. Adm nistrators can al so
nonitor access to Active Directory, causing successful and failed audit
attenpts to be logged in the Directory Service event log. This isn't what
the question is asking here, though.

39. You are the adm nistrator of a Wndows 2000 dorain. To control the
deskt op environnment of users in the domain, you use a script file naned
Deskt op. vbs to change settings in the current user profile. This script
file is deployed as a login script for all users in the donain. The
Deskt op. vbs script usually takes 15 seconds to conplete its work. You want
to ensure that each user's desktop appears only aft the Desktop.vbs script
is conpl et ed.

What shoul d you do?

A. For all users in the donain, set the logon script in the user profile
to Deskt op. vbs.

B. Create a new GPO, Assign the GPOto the domain. Add Desktop.vbs to the
GPO as a logon script. Configure the GPOto run |ogon scripts
synchronousl y.

C. Create a new GPQ, Assign the GPOto the domain. Add Desktop.vbs to the
GPO as a logon script. Configure the GPOto set a maximumwait tine of 15
seconds for Goup Policy scripts.

D. Create a new GPO, Assign the GPOto the domain. Add Desktop.vbs to the
GPO as a logon script. Configure the GPOto set a tineout of 15 seconds
for | ogon dial og boxes.

Answer: B

When you configure logon scripts, there are settings that allow an

adm nistrator to control the maxinumtime the logon script is allowed to
run, and whether to run the | ogon script synchronously. Wen a | ogon
script is run synchronously, the user does not have access to the desktop
until the logon script term nates.

40. You are the adm nistrator of a Wndows 2000 donai n named
arborshoes.com You install RIS on the server. You are using RIS to
install 35 new client conputers. \Wen you start a test client conputer,
the Cient Installation wizard does not appear. You are using network
adapter cards that are not PXE conpliant. You want to connect to the RIS
server.

What shoul d you do?

A. Froma command pronpt, run Rbfg.exe to create RIS a boot disk

B. Identify the GQUI D of each client conputer.

C. Set up a DHCP Rel ay Agent.

D. Install Wndows 2000 on the test client conputer. Run Rl Prep.exe froma
network share on the RIS server

Answer: A

The Renote Installation Boot disk allows the RIS server to be used by
clients that do not have a PXE-enabl ed network adapter. The boot disk
creates a PXE emul ator that works on supported PCI network adapters that
allow themto connect to the RIS server. Since one disk works for al

net work adapters, a specific network boot disk is no |onger required. The
supported network adapters are listed in the utility that creates the boot
disk. This utility is named Rbfg.exe and can be found in the network
folder: rem nst\adm n\i 386.

41. You are installing a new Wndows 2000 Server conmputer on your existing
W ndows NT network. You run DCPronp.exe to pronote the server to a domain

controller in a domain naned donain.local. You receive the follow ng error
nmessage:

"The domai n nane specified is already in use on the network".
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There are no ot her Wndows 2000 dormai ns on your network. Wiat shoul d you
do?

A. Place an entry in your DNS server host table for the domain. | ocal
domai n nane.

B. Place an entry in your WNS database for the domain.|ocal domain nane.
C. Change the domain nane to donain.com

D. Change the down | evel domain nanme to donainl.

Answer: D

This is the NetBi os-conpati bl e nane.

42. You are the adninistrator of your conpany's network. The conpany has
two native-node domains in six sites as shown in an exhibit. Each site has
one or nore domain controllers. Users report that at tinmes of high network
usage, authentication and directory searches are extrenely slow. You want
to i nprove network performance.

What shoul d you do?

A. Mwve all domain controllers into one site.

B. Pronote nore Wndows 2000 Server conputers in each site to be domain
controllers.

C. Install a DNS server in each site and configure it to use Active
Directory integration.

D. Designhate a donmin controller in only one site as a global catal og
server (GO).

E. Desighate a donmin controller in each site as a global catal og server
(0.

Answer: E

A gl obal catal og servers (GC) at each site can hel p because GC servers
contain info about all resources on a network (once connected to the
network, conputers imediately contact the nearest GC server). Al so, CC
servers mnmust be contacted at |ogon to verify universal security group
menber shi p.

43. You are depl oyi ng Wndows 2000 Professional on your network. You
recently installed a RIS server to expedite the depl oynent process. Your
network is now configured as shown in an exhibit. Wen you attenpt to use
the RIS server to deploy Wndows 2000 on Julia's and Carlos's conputers,
you cannot establish the initial connection. Anita and Peter installed

W ndows 2000 from CD-ROM and did not have any problens with the
instal |l ation.

What should you do to correct the problenf

A. Integrate the DNS server’s zones into Active Directory.

B. Install a DHCP server and authorize it in Active Directory.

C. Install a WNS server and configure the DNS server to use it for name
resol uti on.

D. Create conputer accounts in Active Directory for Julia and Carl os, and
specify the nane of the RIS server on the Renpte Install tab of the
Comput er Accounts property sheet.

Answer: B

The DHCP service nmust assign TCP/IP config info to RIS clients or the
clients won't be able to access the RIS server.

44. You are the enterprise admnistrator of a Wndows 2000 domai n. The
domain is in native node. You want to inplenent a policy to disable the
Shut Down command for all users in the domain except for the nenbers of the
Donai n Adnmins security group. You create a new Group Policy object (GPO
naned Shutdown. You configure the Shutdown GPO to disable the Shutdown
option. You assign the Shutdown GPOto the domain. You want to ensure that
the policy does not apply to the nmenbers of the Domai n Admi ns group

What shoul d you do?
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A. On the Shutdown GPO, deny the Apply Goup Policy permission to the
Donai n Admi ns group.

B. On the Shutdown GPO, renpve the Apply Group Policy perm ssion fromthe
Aut henti cated Users group. Grant the Apply G oup Policy permission to the
Users group.

C. Add the Domain Admins group to the Group Policy Oaners group.

D. Create a new QU naned No Shutdown. Myve the Donain Admins group to the
No Shutdown OU. Configure the No Shutdown QU to bl ock policy inheritance.
E. On the conputers that the nmenmbers of the Domain Admi ns group use to | og
on, configure the local GPO to enabl e the Shutdown option.

Answer: A

The GPO shoul d be assigned to the domain so that it applies to all users.
I f needed, you can then further "filter" the GPO

45. You are the adm nistrator of a Wndows 2000 dormai n. The donmain has a
W ndows 2000 Server conputer named Toronto. Users in the domain frequently
work on different Wndows 2000 Professional conputers. Al Wndows 2000
Prof essi onal conputers are in the donain. You want to enabl e roam ng
profiles for all users.

You want to acconplish the follow ng goals:

Al'l users in the domain will be able to work on all Wndows 2000
Prof essi onal conputers and have their own desktop settings avail able on
all conputers.

Al'l users in the domain will be able to make changes to their desktop
settings. Al users in the domain will be able to access their docunents
in the My Docunents folder fromany Wndows 2000 Professional conputer.

The anount of data that is copied between the Toronto server and the
W ndows 2000 Professional conputers each tine a user logs on or off will
be m nim zed.

What shoul d you do? (Choose two)

A. Configure a roaming profile for each user in the donain. Use

\\Toront o\ Profil es\ %Jsernane% as the profile path.

B. Configure a roaming profile for each user in the domain. Use

\\Toront o\ Profil es\ %Jser nane% Nt user. man as the profil e path.

C. Create a new Goup Policy object (GPO naned Profilescript. Assign the
Profilescript GPOto the domain. Configure the Profilescript GPO to assign
a logon script to all users. Include the runas/profile explorer.exe
command in the | ogon script.

D. Create a new Group Policy object (GPO naned Docs. Assign the Docs GPO
to the donmin. Configure the Docs GPOto redirect the My Docunents fol der
to the \\Toront o\ Docs\ %Jser nane% | ocati on.

E. Create a new Group Policy object (GPO naned Profiledocs. Assign the
Profil edocs GPO to the donmain. Configure the Profil edocs GPO to excl ude
the My Docunents folder fromeach user's roaning profile.

Answer: A, D

A roaning profile will make all users' desktop settings avail able on all
computers and since it isn't nandatory, the users will be able to change
their settings. The GPOto redirect My Docunents will enable users to

access their docunments from any W ndows 2000 Professional conputer.

46. You are depl oyi ng Wndows 2000 Professional on your network of 1,000
users. Part of your network is shown in an exhibit. You have recently
installed a RIS server to assist in the depl oynent process. You confirm
that the client conputers neet the requirenents for RIS depl oynent.

However, you still cannot connect the RIS client conputers to the RIS
server.

Existing client conputers are able to connect to all servers for network
resources.

What can be causing the problen? (Choose all that apply)
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A. The RIS server has no client-side tools installed.

B. The RIS server is not trusted for del egation

C. The RIS server is not authorized in Active Directory.

D. The client conputers are not configured to use DHCP

E. The RIS server is not configured to respond to client conputers
requesti ng servi ce.

Answer: C, E

Renote Installation Services (RIS) is used to |lower the Total Cost of
Ownership (TCO of Wndows by sinplifying the process of installing new
client workstations. Currently, only Wndows 2000 Professional clients can
be installed using RIS. RIS Server requirenents include DHCP, AD, DNS and
at least 2 @B of disk space on the RIS server. RIS nust be authorized in
AD and nust be configured to respond to client conputers requesting
service (on the Server > Properties > Renpte Install tab).

47. You are the adninistrator of your conmpany's network. The network
consists of two Wndows 2000 donmi ns nanmed cont 0oso.com and

nkt g. cont oso. com You create separate zones for each donmain on your DNS
server. Later, you add a second DNS server to the network. This server

al so functions as a donmain controller. You convert the contoso.com zone to
an Active Directory integrated zone and set the zone to allow only secure
updates to the zone database. You di scover that unauthorized conputers are
regi stering thenselves in the nktg.contoso.com domain. You check the
zone's properties and di scover that the zone is allow ng unsecured dynanic
updat es. You al so discover that the option to select Secure Dynanmic
Updates is not avail abl e.

What should you do to correct this problenf?

A. Initiate a zone transfer between the nktg.contoso.com zone and the
cont 0s0. com zone.

B. Reinstall nktg.contoso.comas a standard secondary zone.

C. Reinstall contoso.comas a standard prinary zone.

D. Convert nktg.contoso.comto an Active Directory integrated zone.

Answer: D
"Only Secure Updates" is only available in an Active Directory integrated
zone.

48. You are the network adm nistrator for Enchantnent Lakes Corporation.
Enchant nent Lakes Corporation and Five Lakes Publishing are planning a
nmerger. The planned W ndows 2000 network configuration is shown in an
exhibit. You want to host the fivel akespublishing.com domain on the
enchant ment | akes. com DNS server. The fivel akespubl i shi ng. com donai n uses
an Active Directory integrated zone on its DNS server. Five Lakes
Publishing will retain its domain structure after the nmerger is conplete.
You want to set up the enchant mentl akes.com DNS server to host the

fivel akespubl i shi ng. com donai n.

What shoul d you do?

A. On Serverl, create an Active Directory integrated zone naned

fivel akespublichi ng.com Enable WNS | ookup, and specify Server7 as the IP
address for the WNS server

B. On Serverb5, create a secondary zone named fivel akespubl i shing. com
Configure DNS zone transfers to allow Serverl to replicate data.

C. On Server5, configure DNS zone transfers to allow Serverl to replicate
data. On Serverl, create a secondary zone naned fivel akespubli shi ng. com
D. On Serverl, create an Active Directory integrated zone naned

fivel akespubli shing.com Configure DNS zone transfers to allow Server5 to
replicate data.

Answer: C

Primary zones hold the naster copy of a zone and can replicate it to
secondary zones. All changes to a zone are nade on the prinary zone.
Secondary zones contain a read-only copy (replica) of zone information
that can provide increased performance and resilience. Infornmation in a
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primary zone is replicated to the secondary by use of the zone transfer
mechani sm Active Directory integrated zone is a MS proprietary zone type,
where the zone info is held in the Wndows 2000 Active Directory (AD) and
replicated using AD replication.

Traditionally, the master copy of each zone is held in a primary zone on a
single DNS server. On that server, the zone has a Start O Authority (SOA)
record that specifies it to be the prinmary zone. To inprove performance
and redundancy, a primary zone can be automatically distributed to one or
nore secondary zones held on other DNS servers.

49. You create a new Wndows 2000 Active Directory network. Five nonths
after depl oynent of the network, you receive a report that the Active
Directory database file takes too nuch di sk space on the ServerA domain
controller. You want to reduce the size of the Active Directory database
file.

What shoul d you do? (Choose three)

A. Restart ServerA in Directory Services restore node.

B. Stop the Net Logon service on ServerA

C. Run Wndows Backup to back up the System State data. Immediately run
W ndows Backup again to restore the System State data fromthe backup.

D. Use the NTDSUTIL utility to conpact the database to a folder. Myve the
conpact ed dat abase file to the original |ocation.

E. Restart ServerA and boot normally.

F. Start the Net Logon service on ServerA.

Answer: A D, E

NTDSUTI L. EXE is a command line utility used to perform nai ntenance on the
AD dat abase, specifically it is used for offline defrag of AD in order to
reduce the size of the AD database. The size of NTDS.DIT will grow as it
is nodified. To reduce it's size, take the DC offline (Dir Services
Restore node) and performan offline defrag. Then, restart the server.

50. You are the adm nistrator of a Wndows 2000 network. The network is
conmposed of four domai ns:

ar bor shoes. com (the root of the forest)
na. ar bor shoes. com

sa. ar bor shoes. com

fabri kam com

There are two Wndows NT 4.0 BDCs in each domain. Graphic artists place
finished artwork for Fabrikam Inc. in a shared folder |ocated on a domain
controll er nanmed bnaOl. fabri kam com Read and Wite pernissions are
granted to the Artists Donmain |local group in the fabri kam com donmai n.
Sharon is a nenber of the Graphic Artists global distribution group in the
na. ar bor shoes. com domain. She is unable to gain access to the shared

fol der. You want to all ow Sharon access to the shared fol der.

What shoul d you do?

A. Change the Graphic Artists group type to "Security" and add it to the
Artists Domain | ocal group.

B. Change the Artists Domain |ocal group to a universal group and add it
to the Graphic Artists group.

C. Change the Graphic Artists group to a Domain |ocal group and add it to
the Artists Domain | ocal group.

D. Change the node of the domamin controller in na.arborshoes.comto native
node. Add the Graphic Artists group to the Artists Donain |ocal group.
Answer: A

Donai n | ocal groups can contain user accounts, global groups and universal
groups fromany domain in forest, as well as other domain |local groups in
same donmain. So, change Graphic Artists type to "Security" and add it to
the Artists Domain local group. A final note, you can't change G aphic
Artists to a "universal" security group because of m xed node.
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51. You are the network adm nistrator of a Wndows 2000 network. The
network domain nane is Litware.com The distinguished nane for the Sales
QJ is:

ou=sal es ou=north anerica dc=litware dc=com

You want to assign Andrew the ability to nanage all the objects in the
Sal es QU. What shoul d you do?

A. Add Andrew to the Domain Adm ns group

B. Grant Andrew Full Control pernission to the North Anmerica OU and
di sabl e inheritance at the Sales QU

C. Gant Andrew Read and Wite pernissions to the Sal es OU.

D. Grant Andrew Full Control permssions to the Sales QU

E. Move Andrew s user account to the Sales QU

Answer: D

52. You are the network adm nistrator of a Wndows 2000 domai n. The domain
has a Wndows 2000 Server conputer nanmed Mai nApps. The Mai nApps server is
not a domain controller. Menbers of the Domain Users group have the right
to logon locally at the M nApps server. Wen on of these nenbers | ogs on
locally, you want a script naned Setperns.vbs to be executed. This script
defines environnment variables settings in the current user profile that
are needed for the Mai nApps server.

What shoul d you do?

A. Copy the Setperns.vbs script to the Netlogon share of the Mi nApps
server.

B. Place the Setperns.vbs script in the Sysvol share on the Mi nApps
server.

C. Add the Setperns.vbs script to the | ocal group policies as a | ogon

script.

D. Add the Setperns.vbs script to the local group policies as a startup
script.

Answer: C

To deploy a .vbs script, create (or use local group policies) a GPO that
specifies the .vbs as a logon script. Logon/logoff scripts are assigned
under User Configuration and Conputer Configuration of the GPO
Logon/ | ogoff scripts are applied to specific users at |ogon/l ogoff.

53. You are the adm nistrator of a Wndows 2000 domain. The domain is in
nati ve node. The donain contains 15 W ndows 2000 Server conputers that are
functioning as domain controllers and 1,500 Wndows NT Wrkstation client
computers. During a power outage, the first donmain controller that you
installed suffers a catastrophic hardware failure and will not restart.
After the power outage, users report that password changes do not take

ef fect for several hours. In addition, users are not able to | og on or
connect to resources by using their new passwords.

What shoul d you do to correct this problenf?

A. Using the Ntdsutil utility, connect to another domain controller and
transfer the PDC enul ator role.

B. Using the Ntdsutil utility, connect to another domain controller and
sei ze the PDC emul ator role.

C. Using the Ntdsutil utility, connect to another domain controller and
transfer the domain nam ng master role.

D. Using the Ntdsutil utility, connect to another domain controller and
sei ze the dommi n naming nmaster role.

Answer : B

The PDC enul ator role is assigned to a Wn2000 DC in a mixed or native
node domai n. In mxed node domains, the PDC enul ator allows replication
bet ween Wn2000 and NT 4.0 servers, as well as allowing NT 4.0 clients to
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wite to the directory database. The failed DC (that was acting as the PDC
emul ator) is the cause of the problens in this scenario, so hop on a
functional DC and seize the PDC enul ator role.

54. When you run DCPronp.exe to install the new donain, you receive an
error nmessage stating that the existing donain cannot be contact ed.
Installation of the new child domain will not proceed.

What shoul d you do to correct this problenf?

A. Create an Active Directory integrated zone for the child donain on the
new domai n controller

B. Install WNS on the new donmain controller

C. Configure the new donain controller with the address of an
authoritative DNS server for the existing donmain.

D. Configure the new donmain controller with the address of an existing

W NS server.

E. Add SRV (service) records for the domain naming naster to a Hosts file
on the new domain controller.

Answer: C

55. You are the adm nistrator of your conpany's WAN. Your conpany has four
| ocati ons connected by dedi cated 256-Kbps | eased lines. You install and
configure a Wndows 2000 donmin controller at each | ocation. For network
performance reasons, you want to control the bandw dth usage and
replication schedule of directory information to each domain controller in
each | ocati on.

What shoul d you do? (Choose two)

A. Create a site for each |ocation

B. Create a site that spans all the |ocations.

C. Create server objects for each domain controller in every site.

D. Create server objects for each donain controller inits ow site.

E. Copy all server objects fromDefault-First-Site-Nane to each site.

F. Move each server object fromDefault-First-Site-Nane to the appropriate

site.

Answer: A, F

A site is a collection of one/nore |IP subnets that contain one/nore DCs.
Everythi ng (subnets, DCs) within a site should be connected by hi gh-speed,
reliable connections. DCs |located in the sanme site performreplication as
needed. Replication between sites is controlled and schedul ed rather than
as needed.

56. You are the adm nistrator of your conpany's network. Your conpany has
its main office in North Anerica and has branch offices in Asia and
Europe. The locations are connected by dedi cated 256-Kbps |ines. The

net wor k consi sts of one Wndows 2000 dormain. To m nimze | ogon
authentication traffic across the slow links, you create a site for each
of fice and configure the site links between the sites. Users in the branch
offices report that it takes a long tinme to log on to the domain. You
nonitor the network and di scover that all authentication traffic is stil
being sent to the domain controllers in the North Arerica site.

What shoul d you do to correct this problenf?

A. Schedul e replication to occur nore frequently between the sites.

B. Schedul e replication to occur less frequently between the sites.

C. Create a subnet for each physical |ocation, associate the subnets with
the North Anerica site and nove server objects to the North Anerica site.
D. Create a subnet for each physical |ocation, associate each subnet with
its respective site and nove each server object to its respective site.
Answer: D

This is a matter of naking sure the DC s in each respective site are being
used for authentication, instead of just the North America DC's. A CC
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server in each site would al so hel p.

57. You are the adm nistrator of your conpany's network. Your conpany's
main office is in Seattle. Large regional offices are located in the
foll owing | ocations:

Chi cago
Los Angel es
New Yor k

Three snall er branch offices are | ocated within each region. The regional
of fices are connected to the nain office by Tl lines. The branch offices
are connected to the regional offices by ISDN Iines. Branch offices in
Boston, Dallas, and San Diego al so have direct |SDN connections with
Seattle. The network consists of one Wndows 2000 domain. For fault

tol erance and | oad bal anci ng purposes, each office has its own W ndows
2000 domain controller. Each office is configured as its own site. Al
site Iinks have been created.

You want to create a replication topology that allows only the regiona
offices to comunicate with the main office. You want to ensure that each
branch of fice communicates only with the cl osest regional office.

What shoul d you do?

A. Manual |y create connection objects between the domain controllers in
the main office and the regional offices Use SMIP as the transport

pr ot ocol

B. Manually create connection objects between each branch office and the
cl osest regional office. Use SMIP as the transport protocol

C. Allow the Know edge Consistency Checker (KCC) to automatically create
the connection objects between the main office and all other offices.

D. Allow the Know edge Consi stency Checker (KCC) to automatically create
the connection objects between the branch offices and the regional offices.
Answer: C

The domain controllers nmust be in different domains and in different sites
(inter-site) for you to use SMIP. I n nobst cases, choose RPC over |IP for
replication within a site (replication within a site should take place
over reliable, high-speed connections). "Create connections between the
branch and regional offices" is out because there is no nention of the
main office, which is a requirenent. That | eaves the answer that's chosen

58. You are the adm nistrator of your conpany's network. Your conpany's
main office is in Chicago. Conpany operations are divided into two
regi ons, East and West.

The East region has an office in Manm and in New York, the Wst region
has an office in Denver and in Seattle

The offices in the East region contain the Human Resources (HR) and

Mar keting (Mctg) departnents. The offices in the West region contain the

sal es and finance departnents. Conpany IT policy states that G oup Policy
nust be applied only at the organizational unit (QU) |evel and that user

groups must correspond to departnents.

You want to acconplish the follow ng goals:

Control of users and resources can be delegated to | ocal and
departnental admini strators.

The | T departnment can control Goup Policy for the entire enterpri se.

A single Goup Policy object (GPO can be applied to the sales and
mar keti ng departnents.

User environnments can be custonized by city.

You inplenent an QU structure as shown in an exhibit. Wich result or
results does your inplenentation produce? (Choose all that apply)
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A. Control of users and resources can be delegated to | ocal and
departnmental admini strators.

B. The I T department can control Goup Policy for the entire enterprise
C. A single GPO can be applied to the sales and narketing departnents.
D. User environnents can be custom zed by city.

E. This question depends on the exhibit (choose this answer).

Answer: E
Depends on the exhibit.

59. You are the network adm nistrator for the Lucerne Real Estate Conpany.
The network consists of one Wndows 2000 domai n naned

| ucernereal estate.local. The network is not currently connected to the
Internet. You are installing a new domai n nanmed | ucernereal estatel. | ocal.
During the pronotion process, you receive the follow ng error nessage:

"The domain nane specified is already in use on the network"
What is the nost |ikely cause of the problenf?

A. The default-generated DNS domain nanme is already in use.

B. DNS donmmi n names cannot be named interactively.

C. The default-generated NetBi os domain nane is already in use.
D. NetBi os domai n nanes cannot be naned interactively.

Answer: C

This is otherwi se known as the down-|evel domain nane.

60. You are the adm nistrator of your conpany's network. The Network

consi sts of one Wndows 2000 donmin. Your conpany has two | ocations, which
are connected by a dedicated T1 line. Users frequently report that | ogons

to the network, file transfers, and directory searches are extrenely sl ow.
When you nonitor the network, you discover that replication between domain
controllers is generating excessive network traffic between the |ocations.

You want to acconplish the follow ng goals:
- Replication traffic between locations will be reduced.
Logon response tine for users will be inproved.
Average file transfer rates for users will be inproved.
Directory search response tinmes will be inproved.
Al'l domain controllers will have up-to-date replicas of the directory.
- Fault tolerance for domain | ogons and directory searches will be
mai nt ai ned.

You take the follow ng actions:

- Configure a domain controller in each |ocation to be a gl obal catal og
server (GO).

- Create a new subnet in Active Directory for each |ocation

- Modify the location attribute of each donain controller's server object.

Which result or results do these actions produce? (Choose all that apply)

Replication traffic between | ocations is reduced.

Logon response tine for users is inproved.

Average file transfer rates for users are inproved.

Directory search response tines are inproved.

Al'l domain controllers have up-to-date replicas of the directory.

. Fault tolerance for domain | ogons and directory searches is maintained.
Answer: B, D, E, F

A site is a collection of DC s that contains at |east ONE subnet and has
hi gh- speed connecti ons between conputers within the site. Subnet
information is used to find a DCin the sane site as the conputer that is
aut henticated during | ogon, and is used during AD replication to determnine
the best route between DC s. Subnets are the building blocks of sites. GC
servers (for AD searching) and a DNS server (for quickly |ocating DC s)

moow>

T
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are reconmended for each site. Even though network perfornance is

i ncreased when you add a GC server to each location, this will also
increase replication traffic (elimnates one answer). GC servers wil |l

i ncrease | ogon response tinme because they provide universal group
menbership information. Average file transfer rates won't be inproved and
m ght decrease due to the added replication traffic (elimnates another
answer). Directory searches are definitely inproved since these searches
are done using a GC server. AD replication, specifically within a site,
shoul d satisfy "All DC s have replicas of directory". Fault tol erance for
| ogons and searches is naintai ned because you have nultiple GC servers in
servi ce.

61. You are the admnistrator of a newy installed Wndows 2000 network
for a call center. You need to renane the Adm ni strator account on al
computers on your network. You do not want to nanually edit each account.
Because of a recent security breach, you nmust inplenent this policy

i medi ately.

What shoul d you do? (Choose all that apply)

A. Use Goup Policy to renane the Adm nistrator account at the Default
Donai n Group policy.

B. Use Group Policy to inplenment a user |ogon script.

C. Send a network nessage to all users to restart their conputers.

D. Use Group Policy to force all users to log off within 30 mi nutes.
Answer: A, D

You can renanme the Administrator account through a GPO linked to the
domai n. "Renane adm ni strator account” is |ocated at Conputer
Configuration > Wndows Settings > Security Settings > Local Policies >
Security Options in the group policy. The conputers will have their Adnin
account renaned when they startup or log on (or a refresh occurs, which
occurs every 90 m nutes for GPO s).

62. You are the adm nistrator of a DNS server that runs on a Wndows 2000
Server conputer. You receive a report that the Wndows 2000 Server
computer constantly uses nore than 80 percent of the CPU. You want to
noni tor the nunmber of DNS queries that are handl ed by the DNS server.

What shoul d you do?

Run the Nsl ookup command-line utility.

Use the Event Viewer and nonitor the DNS server |og.

Use the nonitoring function of the server properties in the DNS consol e.
Use the DNS counters in System Monitor.

E. Check the contents of the Netlogon.dns file.

Answer: D

System Monitor has DNS counters that nonitor performance. Sonme DNS rel ated
counters incl ude:

Total Query Received - total nunber of |ookup queries received

Total Query Received/ Sec - total nunber of queries received per second
Fai |l ed DNS Resolutions - failed resolutions

Pendi ng DNS Resol uti ons - pending resol utions

Successful DNS Resol utions - successful resolutions

O0mx>

63. You are the adm nistrator of your conpany's network. You have been
auditing security events on the network since it was installed. A user on
your network naned John Thorson recently reported that he was no | onger
abl e to change his password. Because there have been no recent changes to
account policies, you suspect that soneone has been nodifying the
properties of user accounts in Active Directory. There are thousands of
entries in the event logs, and you need to isolate and review the events
pertaining to this problemin the | east possible anmount of tine.

What shoul d you do?
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A. In the security |og,
criteria:
Event source:
B. In the directory service |og,
following criteria:

Event source: NTDS Security Category: Security. Search the remaining itens
for events referencing John Thorson's account.

C. Inthe directory service log, create a filter for events matching the
following criteria:

Event source: NIDS Security Category: d obal Catal og User: JTHORSON

D. In the security log, create a filter for events matching the foll ow ng
criteria:

Event source: Security Category: Account Managenent.
items for events referencing John Thorson's account.
Answer: D

To view a subset of events that have specific characteristics, click
Filter Events on the View nmenu of Event Viewer. Filtering has no effect on
the actual contents of the log, it changes only the view If you archive a
log froma filtered view, all records are saved, even if you select a text
format or comma-delimted text format file.

create a filter for events matching the follow ng

Security Category: Account Managenent User: JTHORSON
create a filter for events matching the

Search the remaining

64. You are the adm nistrator for a Wndows 2000 network. Your network
consi sts of one domain and two organi zational units (QUs). The QUs are
naned Corporate and Accounting. A user recently reported that she was not
able to log on to the domain. You investigate and find out that the user's
account has been del eted. You have been auditing all objects in Active
Directory since the domain was created, but you cannot find a record of
the user account deletion. You want to find a record that identifies the
person who del eted the account.

What shoul d you do?

A. Search the security event
managenent events.

B. Search the security event
access events.

C. Search the Active Directory Users and Conputers console on each domain
controller for the user's previous account nane.

D. Search the Active Directory Users and Conputers console on each domain
controller for the user's conputer account.

Answer: A

Usi ng Event Vi ewer,
specific events.

| ogs on each dommin controller for account

| ogs on each domain controller for object

you can filter and search the security logs for

65. You are the adm nistrator of your conpany's network. The network is
configured in a Wndows 2000 donain as shown in an exhibit. You want to
strengthen the security of communications between client conputers and
servers in the Reps organi zational unit (OU). You do not want to decrease
overal |l productivity of the domain.

What shoul d you do?

A. Create one Group Policy
service ticket lifetinme in

object (GPO in the Sales OU. |ncrease maxi mum
the GPO, and decrease maximumlifetinme that a

user ticket can be renewed
B. Create one Goup Policy
service ticket lifetine in
user ticket can be renewed
C. Create one Goup Policy
service ticket lifetine in
user ticket can be renewed
D. Create one Goup Policy
service ticket lifetine in
user ticket can be renewed
Answer: C

in the GPO

object (GPO in the Sales OU. Decrease nmaxi mum
the GPO, and decrease maximumlifetinme that a
in the GPO

object (GPO in the Reps OU. Decrease maxi mum
the GPO, and increase maximumlifetinme that a
in the GPO

object (GPO in the Reps OU. Decrease maxi mum
the GPO, and decrease maximumlifetinme that a
in the GPO
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Kerberos policies are for domain user accounts and determ ne
Kerberos-rel ated settings, such as ticket lifetimes and enforcenment. The
Ker beros policies are:

Enforce User Logon Restrictions

When this option is enabled, the KDC validates every request for a session
ticket by exami ning the user rights policy on the target conmputer to
verify that the user has the right either to log on locally or to access
the conmputer fromthe network. It is also a check to ensure the requesting

account is still valid. Verification is optional because the extra step
takes tinme and may sl ow network access to services. Default val ue:
Enabl ed.

Maxi mum Li fetime That a User Ticket Can Be Renewed (in this scenario,

i ncrease this setting)

This is the maxinumlifetinme of a ticket, either a Ticket Granting Ticket
(TGT) or a session ticket, although the policy specifies this is for a
"user ticket". No ticket can be renewed after this tine. Default value: 7
days.

Maxi mum Service Ticket Lifetinme (in this scenario, decrease this setting)
A "service ticket" is a session ticket. Settings are in mnutes. The
setting nmust be nore than ten mnutes and | ess than the setting for
“Maxi mum user ticket lifetinme." Default value: 10 hours.

Maxi mum Tol erance for Synchroni zati on of Conputer C ocks

When the KDC clock is this many mnutes different fromthe Kerberos
client's clock, tickets are not issued for the client. This is a deterrent
in Replay attacks. Settings are in mnutes. Default value: 5 mnutes.

Maxi mum User Ticket Lifetine
A "user ticket" is a TGI and rnust be renewed after this tine. Default
val ue: 10 hours.

66. You are the adm nistrator of your conpany's network. Your event |og
shows that hackers are using brute force attacks to attenpt to gain access
to your network. You do not want user accounts to be easily accessible.
You want to strengthen security to protect against brute force attacks.

What shoul d you do? (Choose two)

A. Enable the "Users nust log on to change the password" setting.

B. Enable the "Store password using reversible encryption for all users in
the domai n" setting.

C. Enable the "Password nust neet conplexity requirenents" setting.

D. Increase m ni mum password | engt h.

E. Increase m ni mum password age.

Answer: C, D

Al'l the above settings are available in the Security Configuration and
Anal ysi s consol e. The best two choices here are "password nust neet

compl exity requirenents" and "m ni nrum password | ength", which will create
a "strong password". A third choice could be setting the "m ni num password
age", which prevents users fromchanging their password, then innmedi ately
changing it back to their original password. However, the question only
asks for two answers.

67. You are the adm nistrator for Arbor Shoes. Adm nistrative control of
Active Directory has been del egated to several people in the conpany. You
need to track changes nade to the arborshoescom domain. To ensure
accountability of the other administrators' actions, you want to nonitor
user and conputer account creation and del etion

What shoul d you do?

A. Modify the default Goup Policy object (GPO on the arborshoes. com
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domai n. Configure the local audit policy to audit account managenent and
directory services access for success and failure. Monitor the security
logs for activity on the domain controllers.

B. Moudify the default Group Policy object (GPO on the Donain Controllers
organi zational unit (QU). Configure the local audit policy to audit
account nmanagenent and directory services access for success and failure.
Monitor the security logs for activity on the domain controllers.

C. Modify the default G oup Policy object (GPO on the Domain Controllers
organi zational unit (QU). Configure the local audit policy to audit
account | ogon events and object access for success and failure. Monitor
the security logs for activity on the domain controllers.

D. Modify the default Group Policy object (GPO on the arborshoes.com
domai n. Configure the local audit policy to audit account |ogon events and
obj ect access for success and failure. Mnitor the security logs for
activity on the domain controllers.

Answer: B

Account Managenent and Directory Services access will track changes in
user/conputer account creation and del etion.

68. You are the network adm nistrator of your conpany's W ndows 2000
domai n. Your conpany wants to deploy a custom application nanmed Draw ng.
To configure the Drawi ng application, you need to get a custom policy
setting in the HKCUW Software\ Policies location in the registry for every
user in the donain.

What shoul d you do?

A. Create a GPO naned Draw Settings. Assign the Draw Settings GPOto the
domai n. Configure the Draw Settings GPOto run a startup script that
changes the application HKCW Software\Policies in the registry.

B. Create a GPO nanmed Draw Settings. Assign the Draw Settings GPOto the
domai n. Configure the Draw Settings GPOto run a |logon script that changes
the application HKCW Software\Policies in the registry.

C. Create a GPO naned Draw Settings. Assign the Draw Settings GPOto the
domai n. Create a new Adninistrative tenplate that defines the custom
policy setting. Add the new Adnministrative tenplate to the Draw Settings
GPO. Configure the Draw Settings GPO to set the appropriate policy.

D. Create a registry file that has the .REG fil enane extension. Edit the
registry file to change the appropriate HKCW Software\ Policies location in
the registry.

Answer: C

Adm nistrative (ADM Tenplates are files that define settings the

adm ni strator can configure through the Goup Policy utility. By default,
two ADMfiles are | oaded when a new GPOis created. One for the User and
one for the conputer. These two ADMfiles are naned | netres.adm (Internet
Expl orer Settings) and System adm (W ndows 2000 operating system conponent
settings). The ADMtenpl ates are included in Wndows 2000 and are | ocated
in the ¥systenRoot % | nf fol der.

69. There are two domai ns nanmed Treyresearch.com and na. Treyresearch. com
Bl ake' s user account is in Treyresearch.com Bl ake needs to use support
docunments | ocated in na. Treyresearch.com You create a gl obal group naned
NASupport in na. Treyresearch.com NASupport is a nenber of the domain

| ocal group named Support. Support has Read permnission to the Support
shared folder in the na. Treyresearch.com Your network contains only

W ndows 2000 dommin controllers. Domains are in native node. You want to
grant Bl ake Read permi ssion to the Support shared fol der.

What shoul d you do?

A. Create a universal group in Treyresearch.com Make Bl ake a nenber of
this universal group. Add the universal group to NASupport.

B. Create a new user account in na.Treyresearch.com Use the same nane and
password that Bl ake uses for his user account in Treyresearch.com

C. Create a global group in Treyresearch.com MMake Bl ake a nenber of this
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gl obal group. Add the gl obal group to NASupport.

D. Create a universal group in na.Treyresearch.com Make Bl ake a nmenber of
this universal group. Add the universal group to the Support group

E. Create a new global group named d obal Support in Treyresearch.com Add
Bl ake to the new gl obal group. Add the d obal Support group to the Support

group.
Answer: E

W ndows 2000 security groups:

Donai n Local - can contain user accounts, gl obal groups and universa

groups fromany domain in forest, as well as other domain |local groups in
the same donmin. Domain |ocal groups can be used only in its own domain
and can be assigned perm ssions for resources located only in its own
donai n.

d obal - can contain user accounts and gl obal groups fromthe sanme domain.
d obal groups can be used in any domain in the forest and can be assigned
perm ssions for resources located in any domain in the forest. Use groups
wi th gl obal scope to help you nanage user and conputer accounts in a
particul ar domai n. Then, you grant access permnissions to a resource by
maki ng the group with gl obal scope a nenber of a Donmmin Local group

Uni versal - can contain user accounts, global groups and universal groups
fromany donmain in the forest. Universal groups can be used in any donmin
in the forest and can be assigned permi ssions for resources |ocated in any
domain in the forest. Usually, you would add gl obal groups to a universa
group to consolidate groups that span domains. Universal group nenbership
is validated at |ogon by d obal Catal og servers.

70. You want to inplenent a password policy for all users in an

organi zational unit (QUJ) naned Sales in a Wndows 2000 network. All the
users in the Sales QU are in a group nanmed Sal es Users. You create a G oup
Policy object (GPO naned PassB to enforce a nini mum password | ength of
six characters. You assign the PassB GPOto the Sales QU. There are no

ot her GPCs assigned that specify a m nimum password | ength. However, the
week after you assign the PassB GPO to the Sales QU, users fromthe Sal es
QU report that they can still change their passwords to consist of fewer
than six characters.

How shoul d you correct this problenf

A. Ensure that the Sales Users group has Read and Apply G oup Policy
perm ssions on the PassB GPO

B. Apply the PassB GPO to the donmain instead of to the Sales OQU. Filter
the policy for the Sales Users group.

C. For the Sales QU, block policy inheritance.

D. For the Sales QU, enforce policy inheritance on the PassB GPO
Answer: B

To i npl ement strong password requirenents for your domain, configure a
group policy object linked to your domain. You can further filter the
policy using the "Read and Apply G oup Policy" permssion.

71. You are the adm nistrator of a Wndows 2000 network for Lucerne Rea
Estate. The network has 1,200 users. You are del egating part of the

adm ni stration of the domain to three users. You delegate the authority to
create and del ete conputer accounts to Carlos. You delegate the authority
to change user account information to Julia. You delegate the ability to
add client conputers to the domain to Peter. You want to track the changes
nmade to the directory by these three users.

What shoul d you do?
A. Create a Group Policy object (GPO for the domain controllers. Assign
Read and Apply G oup Policy permissions to only Carlos, Julia, and Peter.

Configure the GPOto audit directory services access and account
managenent .
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B. Create a Group Policy object (GPO for the domain. Assign Read and
Apply Group Policy pernmissions to only Carlos, Julia, and Peter. Configure
the GPO to audit directory services access and audit object access.

C. Create a Goup Policy object (GPO for the domain controllers. Assign
Read and Apply G oup Policy permissions to only Carlos, Julia, and Peter.
Configure the GPOto audit directory services access and audit object
access.

D. Create a Goup Policy object (GPO for the domain. Assign Read and
Apply Group Policy pernmissions to only Carlos, Julia, and Peter. Configure
the GPO to audit object access and process tracking.

Answer: A

Account Managenent and Directory Services access will track changes in
user/conputer account creation and deletion, as well as user account
changes. By assigning Read and Apply G oup Policy permissions to just
these users, you filter the GPO

72. You are the admnistrator of a Wndows 2000 dormai n. The donmain has a
W ndows 2000 server conputer named Central. Users in the domain frequently
work on different Wndows 2000 Professional desktop and portable
computers. They use the Wndows 2000 Professional portable conputers to
dial in to the network when they are traveling. All Wndows 2000

Pr of essi onal conputers are in the donmain.

You want to acconplish the follow ng goals:

*Al'l users in the domain will be able to work on all Wndows 2000

Pr of essi onal desktop and portable conputers and have their own desktop
settings available on all conputers.

*All users in the domain will be able to access their docunents in the My
Docunents folder fromany conmputer, including the portable conputers when
users dial in to the network.

*When users dial in to the network, the lIogon and | ogoff tinmes will not be
del ayed because of the transfer of the contents of the My Docunents fol der.

What shoul d you do? (Choose two)

A. Configure a roaming profile for each user in the donain. Use
\\Central\Profil es\%Jsernane% as the profile path.

B. Configure a hone folder for each user in the domain. Use

\\ Cent ral \ Hone\ %Jser nane% as the hone fol der path.

C. Create a new Group Policy object (GPO naned O fdocs. Assign the

O fdocs GPOto the domain. Configure the Ofdocs GPOto prevent the use of
the Ofline Files fol der.

D. Create a new Group Policy object (GPO naned Redocs. Assign the Redocs
GPO to the domain. Configure the Redocs GPOto redirect the My Docunents
folder to the \\Central\Docs\%Jser nane% | ocati on.

E. Create a new Group Policy object (GPO naned Async. Assign the Async
GPO to the domain. Configure the Async GPO to apply Group Policy settings
for users asynchronously when they | og on.

Answer: A, D

A roaning profile will make all users' desktop settings avail able on all
computers. The GPOto redirect My Docunents will enabl e users to access
their docunents from any conputer.

73. You are the adm nistrator of your conpany's network. The network

consi sts of one Wndows 2000 donmin that has organi zational units (QUs) as
shown bel ow

QUL - all dommin controllers

QU2 and QU3 - resources for two separate office buil dings

QUM and QU5 - Non-adm nistrative users, groups, and conputers

QU6 - Adninistrative users, conputers, and resources

You are designing a domai n-w de security policy.

You want to acconplish the follow ng goals:
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The sanme password and account |ockout policies will be applied to al
users.

Different security settings will be applied to adninistrative and
nonadmi ni strati ve conputers.

Strict audit policies will be enforced for only donmain controllers and
servers.

The nunber of Goup Policy object (GPO links will be ninimzed.

You take the follow ng actions:

- Create a single GPO

- Create one security tenplate that has all required settings.
- Inport the security tenplate into the GPO

- Link the GPO to the domain.

Which results do these actions produce? (Choose all that apply)

A. The sane password and account | ockout policies are applied to all users.
B. Different security settings are applied to administrative and

non- adm ni strative conputers.

C. Strict audit policies are enforced for only domain controllers and
servers.

D. The nunber of GPO links is mnimzed.

Answer: A, D

The sanme password and | ockout policies are applied to all users. GPO |inks
are minimzed since no links can be mnimzed further from1.

74. You are the adm nistrator of a Wndows 2000 network. Your network has
one domai n nanmed par nel | aerospace. com The parnel | aerospace. com domai n
supports 8,000 users at three locations. The network has three sites
connected by T1 lines, as shown bel ow

The West site has 2,500 users

The East site has 3,000 users

The Central site has 2,500 users

Each site contains a gl obal catal og server.

The gl obal catal og server in the West site is named LAX01- GC. The gl obal
catal og server in the Central site is naned TULOl1- GC. The gl obal catal og
server in the East site is named NYCOl-GC. You want users located in the
West site to query TULO1-GC if the West site gl obal catal og server is

of fIi ne.

What shoul d you do?

A. Create a new subnet, assign it to the West site, and nove TULO 1-GC to
the West site.

B. Configure the site link between the Central site and the West site to
have a | ower cost than the site Iink between the Wst site and the East
site.

C. Add a global catalog server to the Central site that has an | P address
in the West site subnet.

D. Configure TULO1l-GC as a preferred bridgehead server.

E. Set the query policy on LAXO 1-GC to the default query policy.

Answer: B

A lower cost site link is used first.

75. You are the adm nistrator of a Wndows 2000 network named contoso.com
Your network is configured as shown in an exhibit. Your conpany plans to
open a new office in Dallas. Menbers of your IT staff will be on-site in
Dal | as next week to install the new 10.1.3.0/24 network. You want to
prepare the network in advance so that when the IT staff installs a new
domain controller, it will automatically join the appropriate site.

What shoul d you do?
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A. Delete the Default-First-Site-Name object in Active Directory Sites and
Servi ces.

B. Create a new subnet for the Dallas network. Create a new site and
associ ate the new subnet with the new site.

C. In the Donmain Controller QU, create a conputer account that has the
nane of the new domain controller.

D. Use RIS to prestage the new domain controller.

E. Copy the installation source files to the new donain controller. Create
an unattended install file with an automated DCProno. bat file.

Answer: B

You can use the sites portion of Sites and Services snap-in to display
subnets. Subnets allow the adm nistrator to associate ranges of |P
addresses with sites.

76. You are the adm nistrator of a |arge Wndows 2000 network. You have
t hree domai ns naned:

adat um com us.adatum com eur.adatum com

Eric has recently been hired to assist you with network admninistration.
You want himto be able to manage user accounts, back up servers, and
configure services on all workstations and servers only in the

eur . adatum com

What shoul d you do?

A. Add Eric to the Enterprise Adm ns group and del egate control only at

t he adat um com donmai n.

B. Move Eric's user account to the Domain Controllers organizational unit
(QU) in eur.adatum com

C. Add Eric's user account to the Domain Admi ns group in eur.adatum com
D. Add Eric's user account to the Server Qperators and Account Operators
group in eur.adatum com

Answer: D

This roles will give Eric what he needs to configure services on

wor kst ations and servers in his domain.

77. You create an organi zational unit (QU) structure for the

bl ueskyairlines.comdonmai n. You want to del egate adninistrative control of
user objects on your Wndows 2000 network. The User QU is a child of the
Research QU. You create a group naned Research User Admin that includes
users who have permissions to create and nmanage the workstations in the
Workstation OQU. The Research User Admin group has Full Control perm ssion
on the Research OU. You want user accounts to be created only in the User
Qu.

Wi ch three actions should you take? (Choose three)

A. Gant Full Control permission to the Research User Adnin group on the
User QU for conputer objects.

B. Renpve the Research User Admin group fromthe Research OU ACL.

C. Gant Create Contact objects perm ssion on the User QU

D. Disable inheritance of perm ssions fromthe Research QU to the User QU
E. Deny Create User objects perm ssion on the Research QU.

F. Gant Read and Wite perm ssions to the blueskyairlines.com domain.
Answer: A D, E

Wth these actions, you can create users under the User QU but you cannot
create users under the Research QU (but the Research User Admin group
retains all other previous permni ssions).

78. You are adm nistrator of a Wndows 2000 domai n. The domain has an QU
naned Tradi ng. You define a | ogon script for all the users in the Trading
QU. The logon script is located at \\server2\docs\tradescript.vbs. You
want to use a GPOto assign the logon to the users in the Trading OU.
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What shoul d you do? (Choose three)

A. Create a new GPO naned script and assign the script GPO to the Trading
ou.

B. Create a new GPO naned script and assign the script GPO to the domain.
Configure the permnissions on the script GPOto grant READ pernissions to
all users in the Trading QU.

C. Copy the tradescript.vbs file to the appropriate folder in Goup Policy
Tenpl ate (GPT) of the script GPO

D. Copy the tradescript.vbs file to the folder that shared as netl ogon
script on the PDC emnul at or.

E. For each user in the trading QU, set the logon script in the user
profile to tradescript.vbs.

F. Add tradescript.vbs as a | ogon script to the script GPO

Answer: A, C, F

To deploy a .vbs script, create (or use local group policies) a GPO that
specifies the .vbs as a logon script. Logon/logoff scripts are assigned
under User Configuration and Conputer Configuration of the GPO

Logon/ | ogoff scripts are applied to specific users at |ogon/l ogoff.

79. You are adm nistrator of a Wndows 2000 domai n. The dommin has an QU
nanmed North. You want to standardize the start nmenu for the users in the
North QU. Sone nenbers of the Dommin Admins group are in the North QU

Fol ders and shortcuts that formthe standardi zed start nmenu are on the
network at \\server2\nenu. The Everyone group has Change pernmni ssion on the
nmenu share.

You want to acconplish the follow ng goals:

Each nmenber of the donmain admin group will have a separate start nmenu
that the nenber can change.

Al'l users in the North QU, except nenbers of the Domain Adnins Group,

will use the \\server2\nenu start nenu.

Users who use \\server2\nenu start menu will not be able to change the
contents of the start nenu.

Each user who is not a nenber in the North QU will have a separate start

menu that the user can change.

You take the follow ng actions:

- Create a new GPO named Menu.

- Assign the Menu GPO to the NORTH QU.

- Configure the Menu GPOto redirect the start nenu folder for the Domain
Users Group to \\server2\nenu.

- Change the perm ssions on the Menu GPO to deny Apply Goup policy

perm ssion to the Domai n Admi ns.

Which results do these actions produce? (Choose all that apply)
A. Each nenber of the Donmain Adnmin Group will have a separate start nenu

that the nenber can change.
B. All users in the North QU, except nmenbers of the Domain Adm ns G oup,

will use the \\server2\nenu start nenu.

C. Users who use \\server2\nenu start nmenu will not be able to change the
contents of the start nenu.

D. Each user who is not an nenber in the North QU will have a seperate

start nmenu that the user can change.
Answer: A, B, D

Users will NOT be able to change the contents of the start nenu is NOT
met. Wiy? Because the Everyone group has Change perni ssion on the nenu
share.

80. You are adm nistrator of a Wndows 2000 network. You are configuring
RIS to depl oy Wndows 2000 Professional on new client conputers. New users
report that when they attenpt to install their conputers, they are unable
to get an | P address.

What shoul d you do?
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A. Authorize the DHCP server in the DHCP consol e.

B. Configure each conputer to boot froma renote installation boot disk.
C. Create a reservation in DHCP for each client.

D. Start the Boot Infornmation Negotiation Layer (BINL) service on the RIS
server.

Answer: A

A DHCP server authorized in ADis a requirenent of RIS

81. You want to use RIS to depl oy Wndows 2000 Professional to your
conmputers. You need to find out the GQU Ds of the conmputers in your network.

What shoul d you do?

A. Use Network Monitor to capture and view t he DHCPD scover packets. Then
search for GU D

B. Use Network Monitor to capture and view the DHCPOf fer packets. Then
search for GU D

C. Use Network Monitor to capture and view the DNS query packets. Then
search for GU D

Answer: A

A RIS client with a PXE renpote boot ROM has to use a unique identifier
(the globally unique identifier or GUD) so that it can be distinguished
fromother PXE systens on the network. The client's QU D is placed in
DHCPDi scover packets during client startup. So, capture these packets and
search for the GU D.

82. You are the network adm nistrator of a Wndows 2000 domai n. The domnain
has an Organi zational Unit (OU) naned Sales. Al users in the Sales QU use
an application nanmed Pl anning. The Pl anning application is deployed by
using a Goup Policy object (GPO naned Planning App on the Sales QU. The
Pl anni ng App GPO is configured to assign the Planning application to users
by using a Mcrosoft Wndows Installer Package for the application. The

Pl anni ng application will be replaced by another application in the next
nont h.

You want to acconplish the follow ng goals:

Users who have not yet installed the Planning application will be
prevented frominstalling the application.
Users who have already installed the Planning application will be able

to continue to use it.
If key application files are missing when the Pl anning application

starts, the missing files will be reinstalled autonatically.
If the vendor of the Planning App rel eases a software patch by using a
W ndows |nstaller package, you will be able to assign the patch to only

the users who have already installed the application.

You take the follow ng actions:

- Create a new software category nanmed Optional Apps.

- Configure the Planning App GPO to add the Planning application to the
Optional Apps software category.

- Configure the Planning App GPO to renpbve the Pl anning application, but
select the option to allow users to continue to use the software.

Which results do these actions produce? (Choose all that apply)

A. Users who have not yet installed the Planning application will be
prevented frominstalling the application.
B. Users who have already installed the Planning application will be able

to continue to use it.
C. If key application files are missing when the Pl anning application

starts, the missing files will be reinstall ed autonatically.
D. If the vendor of the Planning App rel eases a software patch by using a
W ndows |nstaller package, you will be able to assign the patch to only

the users who have already installed the application.
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Answer: A, B

83. Your are the network administrator of a Wndows 2000 network. The

net work consi sts of 500 Wndows 2000 Professional conputers. You recently
di scovered that users of these conputers have been using the sane
passwords since their accounts were created. You need to correct this
problemto maintain security in the network. You create a Group Policy
object (GPO and filter it to the users. You want to configure the GPOto
require users to create a different password periodically.

Wi ch two shoul d you enabl e?

M ni mum password | ength

User nmust |log on to change the password

Enf orcenment of password history

M ni mum password age

E. Maxi mum password age

Answer: C, E

"Enforce Password History" sets how frequently old passwords can be
reused. "Maxi mum Password Age" deternines how | ong users can keep a
password before they have to change it (note that a value of zero
specifies that passwords don't expire). The aimis to periodically force
users to change their passwords.

O0mx>

84. You are the adm nistrator of a Wndows 2000 network that has only one
domai n. You are configuring the network security settings for the domain's
W ndows 2000 Professional users. Your Sales teamuses portable conputers
and Routing and Renote Access to connect to the conpany's network. Sales
users need | ocal Adninistrator rights to their conputers so that they can
run a third party application. You want to configure the conputers to
prevent the users fromnodifying their existing network connections.

What shoul d you do?

A. On each portable conputer, create only the pernitted LAN and Renote and
Routi ng Access connection. At the server, configure the Sal es user
accounts to pernit connect to only the specific conputers.

B. Create a systempolicy to hide Network Nei ghtborhood and di sabl e
registry editing tools. Apply this policty to all the Sal es users.

C. Create a G oup Policy object (GPO for the donmain. Filter the GPO for
the Sales users. Configure the GPOto deny the Sal es users access to the
properties of the LAN or Renpte and Routing Access connection.

D. Create a Goup Policy object (GPO for the domain controllers
container. Filter the GPO for the Sal es users. Configure the GPO to deny
the sal es users access to the Network Connection W zard.

Answer: C

This filtered GPOw |l prevent the Sal es users access to the properties of
the LAN or their RRAS connecti on.

85. You are the network adm nistrator of a Wndows 2000 network. Users in
an Organi zational Unit (QU) nanmed PROCS need to have a drive napped to a
network | ocation. These users | og on from Wndows 2000 Professional
conmputers. You want to use a |logon script naned USERLOG CVD to i npl enent
this drive mapping for all current and future users in the PROCS QU

What shoul d you do?

A. Copy USERLOG CVD to the NETLOGON share on each dommin controller in the
domai n. Sel ect each user in the PROCS QU and set the logon script to
USERLOG. CVD.

B. Copy USERLOG CMD to the SYSVOL share on each domain controller. Assign
read permssion to the file for all users in the PROCS QU.

C. Create a Goup Policy object (GPO that enforces USERLOG CVD as a | ogon
script. Assign the GPOto the PROCS QU

D. Create a Goup Policy object (GPO that enforces USERLOG CVMD as a
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startup script. Assign the GPOto the PROCS QU

Answer: C

To deploy a .cnd script, create (or use local group policies) a GPO that
specifies the .cnd as a |logon script. Logon/logoff scripts are assigned
under User Configuration and Conmputer Configuration of the GPO
Logon/ | ogoff scripts are applied to specific users at |ogon/l ogoff.

86. You are the network adm ni strator of a Wndows 2000 network. Your
conmpany has 3 locations in North Anerica and 3 |ocations in Europe. Your
network includes 6 sites as shown bel ow

- The root of the forest is bluesskyairlines.com

- England, France and Italy sites are in the eur.blueskyairlines.comdomin
- NorthWestUS, Central US, and NorthEastUS sites are in the

na. bl ueskyai rl i nes. com donai n

The connection between the NorthEastUS site and the England site is
unreliable. You want to configure replication between the NorthEastUS site
and the Engl and site.

What shoul d you do?

A. Create an SMIP site |link between the NorthEastUS site and the Engl and
site.

B. Create an IP site |ink between the NorthEastUS site and the Engl and
site.

C. Create an SMIP site link bridge between the NorthEastUS site and the
Engl and site.

D. Create an IP site |ike bridge between the NorthEastUS site and the
Engl and site.

Answer: A

A site is a collection of one or nore subnets that are defined by the
adm ni strator. Wen you define subnets, they should be "well-connected"
wi th hi gh-bandwi dth | ocal area network (LAN) connections. Sites can
contain nultiple domains, and a domai n can span nore than one site. If a
domai n spans nore than one site, it must replicate by using the |nternet
Protocol (IP) inter-site transport. You can use the Sinple Mil Transfer
Protocol (SMIP) inter-site transport only for gl obal catalog replication
and replication of non-donain naming contexts, such as the configuration
and schena. You define and adninister a site in the "Active Directory
Sites and Services Manager" snap-in.

The site link allows the administrator to assign the cost and transport
for replication. This procedure defines paraneters for replication. The
cost is an arbitrary value that is selected by the adnministrator to
reflect the speed and reliability of the physical connection between the
sites. Wen you |ower the cost value on the link, the priority is
increased. Site |inks

have a replication interval and a schedule that are independent of the
cost. The cost is used by the KCC to prefer one site Iink path over

anot her.

A site-link bridge is a collection of two or nore site links that provides
a structure to build transitive |inks between sites and eval uate the

| east -cost path. For exanple, you may have three sites, A B, and C, and
you may create the following site links: A---(3)---B---(4)---C. If site B
is unavailable (if every domain controller in the site is unavail able),
site A cannot

replicate to site C because there is no site-A-to-site-Clink. To resolve
this problem either create a site link fromsite Ato site Cwith sone
cost, or create a site-link bridge that consists of |inks between site A
and site B, and between site B and site C. The bridge infers a transitive
link between site A and site Cwith a cost of 7.

87. You are the network adm nistrator for your conpany. You are depl oying
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W ndows 2000 Professional on your network by RI'S. Your conpany has several
departnments. To expedite the depl oynent of Wndows 2000 and other third
party applications, you have created a group nanmed Departnent Managers.
You want to allow nenbers of the Departnent Managers group access to
create custominmages and post themto the RIS servers for deploynent. In
addition, you want to allow nenbers of the group to install client
computers fromthe RIS server.

What shoul d you do?

A. Grant the departnment nanagers group Read and Wite permissions to the
Rernot ei nstal | fol der.

B. Grant the departnent managers group Read and Wite perm ssions to the
Oschooser fol der.

C. Gant the departnment managers group Full Control perm ssions to the
RI Prep. exe.

D. Grant the departnent managers group Full Control pernissions to the
SysPrep utility.

E. Grant the departnent managers group Read and Wite perm ssions to the
adm n fol der.

Answer: A

Rl Prep i mages are kept in subfolders under the Renotelnstall folder.

88. Your conpany is deploying Wndows 2000 Professional on a network of
300 conputers. The network has two Wndows 2000 server conputers. You have

j ust enough W ndows 2000 Professional |icenses. You need to restrict the
departnment so that Wndows 2000 Professional can be installed on the right
client conmputers. You will need to minimze the user intervention during

the depl oynent and centralize the installation files.
What shoul d you do?

A. Create a shared folder on one of the servers. Copy the source files
fromthe Wndows 2000 Professional CD-ROMto the shared fol der. Al ow
users to performunattended installation fromthe shared fol der on the
i censed conputers.

B. Install RIS on one of the servers. Create user accounts for all
licensed users. Configure the server to accept the connection fromonly
known conputers. Performunattended installation for all connecting
conput ers.

C. Create a shared folder on one of the servers. Restrict access to the
share so that only 250 users can connect. Copy the source files fromthe
W ndows 2000 Professional CD-ROMto the shared folder. Allow users to
performunattended installation fromthe shared folder on the |icensed
conput ers.

D. Install RIS on one of the servers. Create conputer accounts to the
domain for only the licensed conputers. Configure the RIS server to accept
connections fromonly known conputers. Allow users to perform unattended
installation fromthe shared folder on the |licensed conputers.

Answer: D

89. Your conpany W ndows 2000 domai n controller contains an Organi zation
Unit (OU) naned Shipping. The domain is in the native node. You want to
del egate the control of the Group Policy setting for the Shipping QU to a
gl obal group named Hel p Desk. Menbers of the Help Desk group need to able
to create and edit new GPGs and assign those GPGs to the Shipping OQU. You
do not want these nenbers to assign GPCs to other OUs.

What shoul d you do? (Choose two)

A. Add the Hel p Desk group to the Goup Policy Creator Omers security

gr oup.

B. Create a new security group named Group Policy administrator in the
Shi pping OU. Add the Help Desk group to this new group.

C. On the existing GPO assignh Read and Wite pernission to the Hel p Desk
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group.
D. On the Shipping QU, assign the apply group policy permssion in the

Hel p Desk group.

E. On the Shipping QU, delegate the predefined task named "Manage G oup
policy" links to the Hel p Desk group.

F. On all the OQUs in the domain accept the Shipping OQU, deny wite

perm ssions to the Hel p Desk group.

Answer: C, E

Adm nistrators can delegate the authority to create and nmanage G oup
Policy hjects (GPGs). Create an organi zational unit (QU) and create a new
GPO directly linked to this QU. This can be done by clicking Properties on
the context nmenu of the QU, clicking the Goup Policy tab in the
Properties dialog box, and clicking the New button. Once the GPO has been
created, launch the Del egation Wzard. The Del egati on Wzard provides a

st ep-by-step process in which specific functionality may be del egated
easily, with a high degree of detail. Note, to start the Del egation

W zard, select the QU and right-click it. Then sel ect Del egate Control.
This starts the Del egation of Control Wzard.

90. You are the network adm nistrator of a Wndows 2000 domai n. The domnain
has an QU naned Hel p Desk. A Goup Policy (GPO nane Disable Regedit is
assigned to the Help Desk OQU. The only policy setting defined in the

Di sabl e Regedit GPO, which is the policy setting that disables use of
registry editing tools. For performance reasons, your conmpany wants to
mninmze the nunber of GPCs that are processed at | ogon. The conpany al so
decided that the restriction on the registry editing tools nust no | onger
apply to the users of Help Desk QU

What shoul d you do?

A. Renove the Disable Regedit GPO fromthe Hel p Desk QU

B. Assign a new GPO in the Help Desk QU that enables the use of registry
editing tools.

C. On the conputers used by users in the Help Desk QU, edit the registry
to allow the use of registry editing tools.

D. On the conputers used by users in the Help Desk QU, configure the |ocal
GPOto allow the use of registry editing tools.

E. On the conputers used by users in the Help Desk QU, delete the registry
POL file from\systenroot\SystenB2G oupPolicy fol der.

Answer: A

91. You are the admnistrator of a domai n naned contonso.com The donain
contains an OU naned Sal es that has 20 users. It is stored on a donain
controller named DCL. You inadvertently delete the Sales QU. You want to
reinstate the Sal es QU

What shoul d you do?

A. Move the tonbstoned sales QU fromthe Lost AndFound containers to the
ori gi nal |ocation.

B. Copy the sales QU from anot her donain controller in the contoso.com
domain to DC1.

C. Performauthoritative restore of the Sales QU fromthe | ast backup.

D. In Active Directory sites and service console. Force replication from
anot her domain controller in the contsco.com domai n.

Answer: C

An authoritative restore should be used when human error is involved such
as when an administrator has accidentally deleted a nunber of objects.
When that accidental change has replicated to all the DCs, existence of
those objects is renmoved fromthe domain and the administrator is unable
to easily recreate these objects.

An authoritative restore will not overwite new objects that have been

created after the backup was taken. It can only be carried out on objects
fromthe configuration and domai n contexts. Authoritative restores of
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schema nam ng contexts are not supported. An authoritative restore
requires the use of a separate tool (ntdsutil.exe) to make it work. No
backup utilities, including the native Wndows 2000 utility, can perform
an authoritative restore.

92. You are the network adm nistrator of a Wndows 2000 domai n. Your
current donain controller's hard disk drive is failing. You want to set up
a new server as a domain controller to replace the failing donain
controller. You run DCProno.exe on the failing domain controller in your
domain to renove Active Directory. Wiile you are runni ng DCProno. exe, the

hard disk drive fails. The server will not reboot. However, the objects of
the failed server are still appearing in Active Directory. You are using
the Ntdsutil utility. You want to renove the old server from Active
Directory.

What option should you use?

Met adat a cl eanup

Semanti ¢ dat abase anal ysi s

Security account nmanagenent

Donmai n managenent

E. Authoritative restore

Answer: A

O phaned objects can be renoved from AD by using the NTDSUTIL command |ine
utility, then typing the "nmetadata cl eanup” command. Replication then

copi es the deletion of the objects out to the other DC s.

O0mx>

93. You are the network admnistrator of a Wndows 2000 domain. Al of the
domai n resources are defined in tw top levels QUs. The OUs are nanmed West
and East. Wlliamis the adninistrator of the West QU. Evert is the

adm ni strator of resources in the East OU. You nove Printerl fromthe West
QU to the East QU. After you nove the printer, Evert can admnister it.
However, WIlliamreports that he can still renove print jobs from
Printerl. You want Evert to be the only one to adninister Printerl.

What shoul d you do?

A. Use the delegation of control w zard on the east QU to assign printerl
perm ssion to Evert.

B. Configure the security properties for printerl to disallowinheritable
perm ssi ons to propagate.

C. Renmove the pernissions for WlliamfromPrinterl.

D. Configure the printer permnission on the west QU to apply to only the

west QU.
Answer: C
Renoving Wlliam s permissions to Printerl will renmove his ability to

renove print jobs fromPrinterl, makes sense!

94. You are configuring a Wndows 2000 DNS Server on your conpany networKk.
DNS is installed on an NT 4.0 Server on your NT 4.0 domain. You want to
use dynam ¢ updates on a DNS dat abase, but conpany nanagenent won't all ow
an upgrade or the decomni ssioning of its DNS server. Al DNS information
nust be synchroni zed between these two DNS servers.

What shoul d you do? (Choose three)

A. Create a primary zone on a Wndows 2000 DNS Server and inport the

exi sting zone file.

B. Create a secondary zone on a W ndows 2000 DNS Server.

C. Delete and recreate a primary zone on an NT DNS Server.

D. Delete the existing zone and create a new secondary zone on the NT 4.0
DNS Server.

E. Configure a primary zone on the NT DNS Server as the nmaster zone for
the secondary zone on the W ndows 2000 DNS Server.

F. Configure a secondary zone on the NT 4.0 DNS Server to use the W ndows
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2000 Standard primary zone as its nmaster zone.
Answer: A, D, F

95. You are backup operator of a Wndows 2000 donmin. The domain has 2
domai n controllers. You want the Active Directory database file of both
domai n controllers to be autonatically backed up once a week.

What shoul d you do?

A. Schedul e a backup job that will backup the System State data once a
week.

B. Schedul e a backup job and select Schenma.ini file in the SystenB2 fol der
and all files in the NTDS folder to be backed up once a week.

C. Schedule a task that will run the NTDUTIL once a week.

D. Schedule a task that will copy the Ntds.dit file and the SYSVQOL fol der
once a week.

Answer: A

When you choose to back up the systemstate on a donain controller, the
itenms included are:

Active Directory (NTDS) , the boot files, the COM+ class registration

dat abase, the registry, the systemvol unme (SYSVQ)

When you back up the system state on a non-donain controller, the itens
i ncluded are:
The Boot file, the COW class registration database, the registry

When you back up a nenber server or DC with Certificate Server install ed,
additional item are:
Certificate Server

96. You are the adm nistrator of your conpany's network. The network
consi sts of one Wndows 2000 donmin that spans multiple subnets. You are
configuring DNS for host nane resolution throughout the network.

You want to acconplish the follow ng goals:
DNS zone transfer traffic will be minimzed on the network.
Adm ni strative overhead for naintaining DNS zone files will be mininzed.
Unaut hori zed host conputers will not have records created in the zone.
Al'l zone updates will cone only from aut horized DNS servers.
Al'l zone transfer information will be secured as it crosses the network.

You take the follow ng actions:

1- Create an Active Directory intergraded zone.

2- In the Zone Properties dialog box, set the Al ow Dynam ¢ Updates option
to "Only Secure Updates".

3- On the Nane Servers tab of the Zone Properties dial og box, enter the
names and addresses of all DNS servers on the network.

4- Select Allow zone transfers only to servers listed on the network in
the Name Servers tab on the Zone Transfers tab of the Zone Properties

di al og box.

Which results do these actions produce? (Choose all that apply)

A. DNS zone transfer traffic will be mnimzed on the network.

B. Administrative overhead for maintaining DNS zone files will be
nmnimzed.

C. Unaut horized host conputers will not have records created in the zone.
D. All zone updates will cone only from authorized DNS servers.

E. All zone transfer information will be secured as it crosses the network.

Answer: A B, C D E

(simlar to question 20) Action 1 ensures "DNS zone traffic mnim zed".
Creating an AD-integrated zone involves configuring DC s as DNS servers
(which automatically becone prinmary servers for the zone). Zone transfers
are perforned during AD replication and this creates |l ess network traffic
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than standard zone transfers. AD-integrated zone transfers (done as part
of AD replication) are also secure, which satisfies "All zone info secured
as it crosses the network".

Action 2 ensures "Adm n overhead for maintaining DNS zone files

m ni m zed". Enabling dynam ¢ updates mninm zes admin overhead for zone
nmai nt enance because each host auto registers itself with DNS and updates
its records as needed.

Action 2 also ensures "Unauthorized host conputers will not have records
created in zone" because you chose "Only Secure Updates" (only avail abl e
in an AD-integrated zone). Secure updates specify that only users, groups
or conputers that have been granted the right to wite to the zone or
record have the ability to update the record.

Action 3 ensures "All zone updates only to authorized DNS servers". This
is done by explicitly listing the IP's of those DNS servers (that wll
receive zone information) on the Properties > Zone Transfers tab for the
zone. Alternatively, you can specify authoritative servers for the zone on
the Name Servers tab and then select the option to "Allow zone transfers
to Only those server that are |isted on the Nane Servers tab". Selecting
"Al'l ow zone transfers...Nane Servers tab" was done so "All zone updates
only to authorized DNS servers" is net. Be careful on this point.

97. You are the adm nistrator for your conpany. You are depl oyi ng W ndows
2000 on your network of 10,500 users. There are 15 departnents in your
conpany. Each departnment needs to use specific features of Wndows 2000
and customthird party applications. You want to nminimze the
admnistrative time required to set up the client conputers. You al so want
to provide custoni zed software installations to the users.

What shoul d you do?

A. Install and configure a RIS server on your network. Use Rl Prep.exe to
create multiple inmages for each departnment. Connect the client conputers
to the RIS server and depl oy the custom i nages.

B. Install and configure a RIS server on your network. Create different
installation script files for each departnent. Deploy the conputers by
using RI'S.

C. Create a shared folder on one of the servers. Copy the source files
fromthe Wndows 2000 Professional CD-ROMto the shared fol der. Perform
unattended installations fromthe shared fol der by using script files, and
then install the third-party applications.

D. Create a shared folder on one of the servers. Copy the source files
fromthe Wndows 2000 Professional CD-ROMto the shared fol der. Perform
attended installations fromthe shared folder, and then select only the
conmponents you need for each departnent.

Answer: A

98. You are the adm nistrator of a Wndows 2000 network. The network's
domai n structure is shown a graph. The us.litware.com and the
eur.litware.comdonmains are in m xed node. The litware.com and the
treyresearch. com domains are in native node. The us.litware.com donmai n has
two Wndows NT 4.0 BDCs that support |egacy applications. Wen users from
the us.litware.com domain attenpt to access a shared folder in the
litware.com domain, they receive an error nessage stating that access is
deni ed. There is a universal group that has Read perm ssion to the Sal es
folder. Sales is assigned Read perm ssion for the shared fol der. Wen you
log on as a nenber of the Sales group fromthe litware.com domain, you are
able to access the shared fol der.

What should you do to correct this problenf?

A. Switch the us.litware.comdonmain to native node.
B. Add a global catalog (GC) server to the us.litware.com domain.
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C. Create a global group in the us.litware.comdonmain. Add the user
accounts that need access to the shared folder to the gl obal group. Add
the gl obal group to the universal group

D. Create a universal group in the us.litware.comdomain. Add the user
accounts that need access to the shared folder to the universal group
Grant Read perm ssion to the universal group for the shared folder in the
l'itware.com donmain

E. Create a global group in the us.litware.comdomain. Add the user
accounts fromthe us.litware.comdonmain to the global group. G ant Read
perm ssion to the global group for the shared fol der.

Answer: C

Group the nenbers into a global group, then put the global group into a
Donai n Local or universal group

W ndows 2000 security groups:

Donai n Local - can contain user accounts, gl obal groups and universa
groups fromany domain in forest, as well as other domain |local groups in
the same donmin. Domain |ocal groups can be used only in its own domain
and can be assigned perm ssions for resources located only in its own
donai n.

d obal - can contain user accounts and gl obal groups fromthe sanme domain.
d obal groups can be used in any domain in the forest and can be assigned
perm ssions for resources located in any domain in the forest. Use groups
wi th gl obal scope to help you nanage user and conmputer accounts in a
particul ar domai n. Then, you grant access permnissions to a resource by
maki ng the group with gl obal scope a nenber of a Donmin Local group

Uni versal - can contain user accounts, global groups and universal groups
fromany donmain in the forest. Universal groups can be used in any donmain
in the forest and can be assigned permnissions for resources |ocated in any
domain in the forest. Usually, you would add gl obal groups to a universa
group to consolidate groups that span domains. Universal group nenbership
is validated at |ogon by d obal Catal og servers.

99. You are the adm nistrator of a Wndows 2000 donai n. The domai n has an
organi zational unit (OU) naned Hel p Desk. Al users in the Help Desk QU
use an application naned Phonel D. The Phonel D application is depl oyed by
using a Group Policy object (GPO naned Phone App on the Help Desk QU. The
Phone App GPO is configured to publish the Phonel D application to users by
using a Mcrosoft Wndows Installer package for the application.

Currently, only the users in the Help Desk QU can start the Phonel D
application. You want all users in the domain to be able to install the
Phonel D application by using a Start menu shortcut.

What shoul d you do?

A. Renove the Phone App GPO link to the Help Desk QU. Assign the Phone App
GPO to the domai n. Change the configuration of the Phone App GPO to assign
the Phonel D application to users.

B. Create a new GPO naned Phone For All. Assign the Phone For All GPOto
the domain. Configure the Phone For AIl GPO to assign the Phonel D
application to conputers.

C. Configure the Phone App GPO to assign the Phonel D application to users.
Configure the permnissions on the Phone App GPO to assign Apply G oup
Policy permission to the Authenticated Users group.

D. Configure the Phone App GPO to assign the Phonel D application to
computers. Configure the Phonel D Wndows |nstaller package to upgrade the
i nstall ed Phonel D application. Set the Wndows Installer policy to disable
rol | back.

Answer: A

Software assigned to a user has a shortcut appear on a user's Start nenu,
but is not installed until the first time they use it.

100. You are the adm nistrator of a network that consists of 500
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computers. Your network is configured as shown in a graph. You are

depl oyi ng W ndows 2000 Professional on the conputers in the Tech and Sal es
organi zational units (QUs). There is one Wndows 2000 Server conputer that
is running RIS. You create a group named RIS Installers that consists of
users fromthe Tech QU. Only nenbers of the RIS Installers group will use
RIS to depl oy Wndows 2000.

You want to acconplish the follow ng goals:

*Menbers of the RIS Installers group will be able to choose client
computer nanmes during client conputer installation.

*New conput er accounts will be organized into their correspondi ng OUs.
*The conpany nam ng convention will be applied to all new conputer
accounts.

*Conputers that are not in either the Tech QU or the Sales QU will not be
abl e to downl oad i mages during RIS depl oynent.

You take the follow ng actions:

- Create an QU, then specify the client account location in the RIS
properties sheet.

- Enter a customdient conputer naming format in the RIS properties sheet.
- Place the Mktg conputers in a different | P subnet fromthe Tech and

Sal es users.

Which results do these actions produce? (Choose all that apply)

A. Menbers of the RIS Installers group can choose client conputer nanes
during client conputer installation.

B. New conputer accounts are organized into their correspondi ng OUs.

C. The conpany naning convention is applied to all new conputer accounts.
D. Conputers that are not in either the Tech QU or the Sal es QU cannot
downl oad i nages during RIS depl oynent

Answer: A, C

101. You are the network adm nistrator for Blue Sky Airlines. You are
i mpl ementi ng a Wndows 2000 network consisting of five sites in the
bl ueskyal rli nes. com domai n, whi ch are shown bel ow

15, 000 users in Chicago
5,000 users in Los Angel es
2,000 users in M am

10, 000 users in New York
2,000 users in Seattle

You are designing the structure of the DNS servers. You want to all ow
secure dynam ¢ updates to DNS in Chicago, Los Angeles, and New York. You
want full DNS replication to occur in all the sites. You do not want the
Manm site to have an editable copy of the DNS zone.

What shoul d you do?

A. Drag "AD integrated" to Chicago, L.A and New York since "Only Secure
Updat es" is a requirenent.

B. Drag "Cache Only" to Mam since you don't want to have an editable
copy of the DNS zone.

C. Drag "Secondary" to Seattle.

Answer: A, B, C

102. You are the administrator of a Wndows 2000 network. You create

gl obal groups and Domai n Local groups for the accounts payabl e and
accounts receivabl e departnents. The Domai n Local group nanmed AP has
Change pernission for the Accounts Payable fol der. The Accounts Payabl e
folder is a subfolder of the Accounting folder. The Accounts Payabl e

gl obal group is a nenber of the AP Domain Local group. Fred's user account
is a nmenber of the Accounts Payabl e gl obal group. Fred noves fromthe
accounts payabl e departnment to the accounts receivabl e departnent. Fred
now needs to access only accounts receivable information. You renove
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Fred's user account fromthe Accounts Payabl e gl obal group, but Fred is
still able to access docunents in the Accounts Payabl e fol der.

What are two possi bl e causes of this problen? (Choose two)

A. Fred's user account has explicit perm ssions on the Accounting fol der.
B. Fred's user account belongs to another group that gives himpermn ssions
on the Accounts Payabl e fol der.

C. The Accounting folder is not published in Active Directory.

D. The Accounts Payable folder is on a FAT32 partition.

E. The AP Domain Local group is not a nenber of the Accounts Payabl e

gl obal group.

Answer: A, B

103. You are the administrator of a Wndows 2000 dormai n. The domain has an
organi zational unit (OU) naned Support. Users in the Support QU frequently
use their portable conputers when they are not connected to the network.
The portable

computers are Wndows 2000 Professional conputers in the Support QOU. The
domai n al so has a Wndows 2000 Server conputer named Data3. The

\\ Dat a3\ SupFi |l es share contains files that are needed by the users in the
Support QU.

You want to acconplish the follow ng goals:

*Users in the Support QU will be able to access files at \\Data3\SupFiles
if they use their portable conputers while they are not connected to the
net wor k.

*The total disk space used on the portable conputers to automatically
store files fromthe \\Data3\SupFiles share and other server |ocations
will not exceed 5 percent of the hard di sk space.

What shoul d you do? (Choose all that apply)

A. Configure the SupFiles share on the Data3 server to cache docunents
automatically.

B. Create a new Group Policy object (GPO naned Exfol der. Assign the
Exfol der GPOto the Support OQU. Configure the Exfolder GPO to exclude the
\\ Dat a3\ SupFil es folder fromroam ng profiles.

C. Create a new Group Policy object (GPO naned Maxdi sk. Assign the
Maxdi sk GPO to the Support QOU. Configure the Maxdisk GPOto linmit the
automatically cached off |line files to 5 percent of the hard di sk space.
D. Create a new Group Policy object (GPO naned Maxsize. Assign the
Maxsi ze GPO to the Support OU. Configure the Maxsize GPOto limt the size
of each user profile to 5 percent of the hard di sk space.

Answer: A, C

104. How do you change the registry key for all users?

A. Use an Administrative Tenpl ate

B. Use a change to the Sysvol partition
C. Use a Security Tenplate

D. Use a change to the Netl ogon

Answer: A

105. Wiich of the following partitions get replicated as part of AD
replication? (Choose three)

The DNS partition

The domain partition

The schema partition

The Sysvol partition

. The configuration partition

Answer: B, C, E

A domain controller stores and replicates:

- the schema info for the domain tree/forest

moomx
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- the config info for all domains in the domain tree/forest

- all directory objects and properties for its domain (replicated to any
additional DC s in the donmin, also a subset of the properties of all
objects in the domain is replicated to the gl obal catal og)

A gl obal catalog (GC) server stores and replicates:

- the schema info for a forest

- the config info for all domains in a forest

- subset of properties for all directory objects in the forest (replicated
bet ween GC servers only)

- all directory objects and all their properties for the donain in which
the GC is located

106. Which of the following is true of AD replication? (Choose two)

A. Replication nessages between sites are unconpressed and replication
nessages within a site are conpressed.

B. Replication nessages between sites are conpressed and replication
nmessages within a site are unconpressed.

C. Replication between sites always uses RPC over IP. Replication within a
site can use either RPC over |IP or SMIP over |P.

D. Replication within a site always uses RPC over |P. Replication between
sites can use either RPC over IP or SMIP over I|P.

Answer: B, D

107. An AD tree and an AD forest share many things. Wiich of the foll ow ng
do they NOT share?

A. The sane nanespace

B. The sane schenma

C. The sane gl obal catal og

D. Two-way transitive trust relationships
Answer: A

108. Your network is divided into three sites: New York, Texas and
Washi ngt on. You have created two site |inks:

1 - Site link NT connects the New York site and the Texas site over |IP
with cost = 4.

2 - Site link WI connects the Washington site and the Texas site over |IP
with cost = 3.

There is no site link between the New York site and the Washington site.
What will be the cost of NT-WI site |link bridge, which connects the NT
site link and W site |ink?

A. Seven

B. Four

C. Three

D. One

E. Thirty-five
Answer: A

109. What does the dobal Catal og (GC) server store?

A. A dobal Catalog server is a domain controller that stores a witeable
copy of the domain directory, the schema directory and the configuration
directory partition.

B. A dobal Catalog server is a donain controller that stores a parti al
"Read Only" copy of all the other domain directory partitions in the
forest.

C. A dobal Catalog server is a domain controller that stores a witeable
copy of all the other domain directory partitions in the forest.

D. A dobal Catalog server is a donain controller that stores a parti al
"Read Only" copy of the domain directory, the schema directory and the
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configuration directory partition.
Answer: A, B

110. Rick works as a network administrator for a Wndows 2000 Active
Directory based network. Hi s conpany's network consists of two sites
nanely New York and Seattle. Both sites are connected with high-speed T1
l'i nes.

Rick is configuring Active Directory replication between the sites. He
creates a site link for the Tl line and one for dial-up connection. He
wants the Active Directory to always choose the Tl site link first, to
replicate the data. He wants the dial-up connection to be chosen only in
case the T1 line is not avail able.

How wi |l Rick configure the site links to neet this requirenent?

A. He will configure a lower cost for the Tl |line and a hi gher cost for
the dial -up network.

B. He will configure a higher cost for the T1 line and a | ower cost for

the dial -up network.
C. He will set the replication frequency of the T1 |ine higher than that
of the dial-up network.

D. He will set the replication frequency of the Tl |ine | ower than that of
the dial -up network.
Answer: A

111. You work as a network admi nistrator of a Wndows 2000 Active
Directory based network. Your conpany's network consists of two sites
nanely M am and Los Angel es. These sites are connected with a hi gh-speed
Tl line. The Mam site is highly protected and a firewall has been
configured for security reasons. You create a site link to replicate the
Active Directory data between the two sites. You find that the replication
is not working properly.

You know that a firewall is preventing data from being replicated between
the two sites. What will you do to troubl eshoot the probl enf?

A. Increase the cost of the site Iink.

B. Make the proxy server of the Mam site a preferred bridgehead server.
C. Schedule a site link to replicate the Active Directory data for twenty
four hours a day.

D. Renove the firewall, as replication is not possible if the firewall is
configured in a site.
Answer: B

112. Rick works as a network adm nistrator of a Wndows 2000 Active
Directory based network. One day he discovers that the vol une that
contains the Active Directory database file on ADServer is running out of
di sk space.

What should Rick do to nmove NIDS. DI T dat abase file to an enpty volune on a
different disk on the ADServer?

A. Restart the ADServer in the Directory Services Restore Mde.

B. Denpte the server froma domain controller to a nmenber server.

C. Use the NTDSUTIL utility to nove the database file to an enpty vol une.
D. Use the MOVEDATABASE utility to nove the database file to an enpty

vol une.

Answer: A, C

113. You want to install Active Directory on your Wndows 2000 system You
have al ready installed DNS and want to check it using the DNS consol e.
Which options will be avail abl e?

A. Run the Loopback test.
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B. Use the "Test Now' button on the client conputer's TCP/ | P properti es.
C. Run the Ping utility fromthe DNS consol e.

D. Use the "Test Now' button on the Mnitoring tab of the Properties

di al og box for the server

Answer: D

114. You work as a network adm nistrator of a Wndows 2000 Active
Directory based network. Your network is a single domain, multiple-site
network. These sites are connected with high-speed T1 lines. A DNS server
is used for host nane resolution. Changes are nmade frequently throughout
t he domai n.

What shoul d you do to ensure that the data throughout the donain nanmespace
is nore current across the network?

A. Specify longer TTL values for each DNS nane server in the domain.
B. Renove all cache-only servers in the domain.

C. Specify shorter TTL val ues for each DNS nanme server in the domain.
D. Install a preferred bridgehead server in each site.

Answer: C

file:///D)/217/TXT/70-217.txt (51 von 51) [07.09.2001 12:23:17]



	Lokale Festplatte
	file:///D|/217/TXT/70-217.txt


