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CONTOSO
1.

What is CL's tolerance for risk? (Choose one)

A CLis wlling to try sone new approaches.

B. CL is confortable with a high level of risk.

C. CLiswilling torisk the entire conpany for |arge rewards.

D. CLis willing to try only those approaches that they have successfully inpl enmented
bef ore.

E. CL is very conservative and does not take any chances.

2.

What is the primary security risk for the desktop conputers at CL? (Choose one)

A. Another CL enpl oyee connected to a desktop conmputer via the LAN.

B. Denial -of -service attack | aunched fromthe internet targeting a desktop conputer
C. Rempte hackers directly connected to a desktop conputer via the internet.

D. Renote hackers directly connected to a desktop conputer via nodem

3.

Design an authentication strategy for the web site after certificates have been issued
to the brokers.

Use only conputers and authentication nethods that apply.

Conmput er Aut henti cati on net hod

Ker ber os

Basi ¢ authentication with SSL

SSL and directory services (DS) mappi ng
HTTP and directory services (DS) mapping
Br oker

CONTDC

CONTDATA

CONTVEEBL

CONTVPN

6. CL

SSL and DS SSL and DS

Broker----| |--CONTVEBL---| |---CL

agrwdROODP

Answer: 1 >C>4>A>2 >3
4.
How shoul d you design the active directory structure for CL? (Choose one)

A. Create a single domain in its own forest. Do not establish trust relationships.

B. Create a single donain in its own forest. Establish a one-way trust relationship
wi th Adat um

C. Create one child domain. Place the child domain in the sanme forest as AD s donain
tree.

D. Create one donain in its own donmain tree. Place the donain tree within the sane
forest as AD s

donai n tree.

5.

Wi ch three options should you include in a security tenplate for CONTWEBL1? (Choose
three)

A. Renane the adn ni strator account.
B. Allow CD-ROM access to all users.
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C. Limt CD ROM access to users who are | ogged on |ocally.
D. Enforce strong passwords.

E. Set the NTLM authentication level to LM and NTLM

F. Disabl e account | ockout.

6.

Wi ch technol ogy or technol ogi es should you inplenent to provide the highest |evel of
security for
conmmuni cati ons between enpl oyees of AD and CL? (Choose one)

A. Internet authentication services (1AS) and NTLM aut henti cati on.

B. PPTPC. SSL, digital certificates, and directory services (DS) mapping.
D. Basic authentication with SSL.

E. L2TP over |PSec

7.

How shoul d you separate intranet resources frompublicly visible internet servers?
(Choose one)

A. Use a private | P address space. Configure both the internal DNS and the authoritive
i nt ernet based
DNS server to resolve both internal and external nanes.

B. Use corp.contoso.comas a suffix for all internal sites. Configure both the internal
DNS and the

authoritive internet based DNS server to resolve both internal and external nanes.

C. Use corp.contoso.comas a suffix for all internal sites. Configure the internal DNS

to resol ve

i nternal nanes, but do not include these nanes in the authoritive internet based DNS
server.

D. Use a private |IP address space. Configure the authoritive internet based DNS server
to resol ve

i nternal nanes, but do not include these nanes on the internal DNS server

8.

Wi ch technol ogy or technol ogi es should you include in your security strategy to secure
br oker
access to the web site? (Choose one)

A. Basic authentication with SSL.

B. SSL, digital certificates, and directory services (DS) mappi ng.
C. Internet authentication services (IAS) and an ODBC dat abase.

D. L2TP over |PSec

9.
How shoul d you inplenment a Public Key Infrastructure (PKI) for CL? (Choose one)

A. Install an online enterprise root CA Install an online enterprise subordi nate CA
I mport a self signed

server certificate on the subordinate CA Issue client certificates on the subordinate
CA.

B. Install an offline stand al one root CA. Install an online stand al one subordinate
CA. Issue client

certificates on the root CA

C. Install an online stand alone root CA Inport a server certificate froma third
party CA to the root CA

certificate trust list. Use client certificates fromthird party CA

D. Install an offline enterprise root CA Install an online enterprise subordi nate CA
| ssue client

certificates on the subordi nate CA

10.
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What shoul d you include in an audit policy for CONTDC? (Choose all that apply)

Success and failure audit for object access.

Success and failure audit for directory services access.
Success and failure audit for policy change.

Success and failure audit for account managenent.
Success and failure audit for account | ogon events.

moowr

file:///D}/220/TXT/CONTOSO.txt (3 von 3) [08.09.2001 19:29:12]



	Lokale Festplatte
	file:///D|/220/TXT/CONTOSO.txt


