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FACADE
1.

What is Fabrikam Inc.'s business nodel ?

a. Centralized managenent and decentralized operations
b. Centralized nmanagenent and centralized operations

c. Decentralized managenent and decentralized operations
d. Decentralized managenent and centralized operations
2.

What is the Engineering group's tolerance for risk?

a. The Engineering group is willing to try new approaches only after careful testing
b. The Engi neering group is very conservative and does not take any risks

c. The Engineering group is willing to try some new approaches

d. The Engineering group is confortable with a high level of risk

3.

What is Fabrikam Inc.'s |IT nodel for managenent and operations?

a. Centralized managenent and decentralized operations
b. Decentralized nanagenent and centralized operations
c. Centralized managenent and centralized operations

d. Decentralized managenent and decentralized operations
4.

Which two security risks facing the Operations group can you reduce or elimnate by
usi ng snart
cards? (Choose two)

a. Renpte hackers connected via nodem

b. Renpte hackers connected via the |nternet

c. Denial of service attack | aunched fromthe |Internet

d. Enpl oyees connected via the LAN

e. Unauthorized visitors physically entering a facility and connecting via the LAN
5.

Whi ch W ndows 2000 domain structure should you use for Fabrikam Inc.? (There are four
answer
choi ces Choose one)

a. Create a single domain for the entire conpany Repl ace existing resource domains with
organi zational units (QUs)

b. Create three domai ns one domain for Corporate, one domain for Engineering, and one
domai n for

Operations. Create each domain in its own forest. Replace existing resource donains
with

organi zational units (QUs)

c. Create three domains trees. One domain tree for Corporate, one domain tree for

Engi neeri ng,

and one donain tree for Operations. Create the trees in the sane forest. Repl ace

exi sting

resource domai ns with organi zational units (QOUs)

d. Create three domain trees one domain tree for Corporate, one domain tree for

Engi neering, and

one domain tree for Operations Create these trees in the sane forest. Replace existing
resource

domai ns wi th new domai ns
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6.

Wi ch four technol ogi es should you include in the security strategy for the engineering
group?
(Choose four)

Basi ¢ aut hentication with SSL

Ker beros aut hentication

EAP

I nternet Authentication Service (IAS)
L2TP over | PSec

Directory Service (DS) mapping
Certificate Services

N @TreaoooTo

Wi ch technol ogy or technol ogi es should you include in your security strategy for the
Oper ati ons
group? (Choose all that apply)

a. Basic authentication with SSL

b. Encrypting File System (EFS)

c. Internet Authentication Service (IAS)
d. L2TP over |PSec

e. Kerberos authentication

8

vhat shoul d you include in an audit policy for the CORP domai n? (Choose one)

a. Failure audit for account |ogon eventsFailure audit for directory service access
Success and failure

audit for policy change Success and failure audit for account nmanagenent

b. Failure audit for object accessFailure audit for account |ogon eventsFailure audit
for directory

servi ce access Success and failure audit for policy change

c. Success and failure audit for object access Success and failure audit for policy
change Success and

failure audit for account |ogon events Success and failure audit for account nanagenent
d. Success and failure audit for object access Success and failure audit for policy
change

Success and failure audit for account | ogon events Success and failure audit for
directory

servi ce access

9.
Wi ch administrative task or tasks should you conplete to naintain the network at the

operati ons
facilities? (Choose all that apply)

a. Goup Policy adm nistration

b. Digital certificate adm nistration
c. User account adm nistration

d. Renpte access adm nistration

e. Web content admi nistration

10.

Wi ch two technol ogi es shoul d engi neers use for secure dial-up access when traveling?
(Choose two)

a. SSL

b. Kerberos authentication
c. Smart cards

file:///D|/220/TXT/FACADE.txt (2 von 3) [08.09.2001 19:29:12]



file:///D|/220/TXT/FACADE.txt

d. Encrypting File System (EFS)
e. PPTP

11.

Wi ch technol ogy shoul d you use for engineers working at existing operations
facilities?

Ker ber os aut henti cati on

Digital certificates

Basi ¢ authentication with SSL
Routi ng and Renpte Access

I nternet Authentication Service (I|AS)

PoooTw

12.

Wi ch three policies should you include in a security strategy for the CORP domai n?
(Choose
t hree)

a. Enabl e account | ockout
b. Disabl e password agi ng

c. Prevent the installation of unsigned drivers

d. Disable account | ockout

e. Enforce strong passwords and password agi ng

f. Allow CD-ROM access to all usersg. Limt CD ROM access to users who are | ogged on
| ocal ly

13.

How shoul d you prevent unauthorized users from accessi ng the Engineering group's file
servers?

a. Enforce strong passwords, inplenment password agi ng, disable unneeded services, audit
file access

in folders containing confidential files, and set NTFS pernmi ssions

b. Block access to TCP and UDP ports 135-139 at the server, enforce strong passwords,

i mpl emrent password agi ng, and use Encrypting File System (EFS) to control access to

fol ders

contai ning confidential files

c. Block access to TCP and UDP ports 135-139 at the server, and audit failed | ogon
attenpts

d. Enforce strong passwords, block access to TCP and UDP ports 135-139 at the perineter
router,

and di sabl e unneeded services
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